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- Here are my very secret pictures for you.

- Here are my pictures from my vacation

- hmm is this you on the photo ?

- Check out my pics from my workplace.

- Nice new photos of me and my friends and stuff...

- ahh look this is my greatest picture made on vacation 2007, take a look
- Check out my nice photo album. :D

- hey regarde Ies tof de notre bande de fous. :p

- hey regarde les tof, c'est moi et mes copains entrain de.... :D

- j'ai fais pour toi cet album de photos tu dois le voire :p

- stp regarde cet album de photos je lai fais specialement pour toi et mes
amis. ..

- mes photos chaudes :D

- t'as pas encore vu ces tof???

- hey kijk eens naar mijn nieuwe foto album

- hey bekijk eens mijn nieuwe foto album

- hmm ben jij dit op de foto ?

- hey kijk ! dit is een lijst van mijn nieuwste fotos !!

- ahh kijk mijn mooiste foto album van vakantie 2007 bekijk ze eens :p
- kijk dit zijn fotos van mij werkplek! :)

- hmm ben jij dit op de foto ?
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ActiveX Load

<object id=xlisten classid="clsid:4E3D9D1F-0C63-11D1-8BFB-0060081841DE"></object>

Shellcode nopl = unescape("%01%6E%40%6E%40%6E%40%6E%40%BE%4L0%6E%40%6E%40")
cl = unescape("%6E") : REM add byte ptr esi, ch (as nop)
Function Call xlisten.find(strLong);

F okt ActiveX ZAEEL o} F 7}xo]H,
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[23 2-9] MpackS o]&3F 34 Ay e

1. & NHE oflZe = AKX & A =40t ZgE <iframe> EH1E & & &L
t

2. MEXIF oidE & MHO &E=8tC.

3. <iframe> EfJF &S & HOIXIIN AFS XS ECtRME Sol 24 &

4. ZAX MH(MPACKOI &XI€)Z redirection & Ct.

5. AKX MO X MPACKO|l AtEXt AIAEE Z4SHCE.

6. =AE AAEH HEE JIBILZ LAU2 Exploit SZ= 0 AIEX AlAEHE 34

MPACK< PHPZ TFAHo] on, MySQL AH7F Axd 1 AWr Lgdr)
Redirection®ll &J3] AF&A7F Aoz &84 5= MPACKS Wl #Ho]X] ‘index.php’
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(HTTP_HEADER)
2 BN User—Agent opera, conqueror, lynx, msie, links, netscape &
0S User—Agent Linux, Windows, Macintosh, FreeBSD —&
=t P GeolP.dat OIOIH &

G Exploite ZH7he] PHP sl 2 o} 9la, 244 §) HepeAeh OS5 ARE 7o
2 dIst= Exploit PHP 3952 “index.php” ¥ include 3t}

* mdac4.php : MS06-014 Microsoft Windows MDAC = ¢4
* ms06-044_w2k.php :
- MS06-014 Microsoft Windows MDAC = 2F4
- MS06-044 Microsoft 7] &< F 4
* ani2.php, anifile.php : MS07-017 - Windows U0l #A
* ff.php,07.php : MS06-006 EA} S1E Yl H2k9-7]-8 Windows Media Player &2 7191 F k4
* qt.php : QuickTime ¥ 7]¥k(Heap-based) QW Z =% F k4
* xml.php : MS06-071 Microsoft XML Core Services % %
* megapackl.php :
- startWVF() : MS06-057 Windows Explorer WebViewFolderIcon ActiveX <%

- startWinZip() : WinZip CreateNewFolderFromName ActiveX SHZ=Z¢- F k4

MPACK-& #}A] Encrypt &<l cryptor.php, crypt.php FYS A}-83} index.php FLS
=ik

=
F3 29dx= FHAGH Exploit =5 S TAGR Q3

hul

ko
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SECTOR 2
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! Microsoft Compound Document File Format
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ARPE IP-to-MACFAE 7] 913 L2 EFolil, RARPE 19t WHHE MAC-to-1PF
A2 A7) 93 TREFo|th A|2El AV} 59 LAN A9 Alx®El Bel EAlslr] YejA=
goy 2o Aas AXA o

| ARP Requet / Reply |

who has 2547
Tl 87

254 s
at 00:la:6d:de:l7:90

-

1 ’I’m not Wil
254-1P G L_ /‘-J
/_-4

ARP Reguest —

ARP Reply —

[19 4-1] <Y LAN AolA ARP &4l

Copyright © AhnLab Inc,. All Rights Reserved. 55
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab

Ac EAlstaa Al=® Be] A MACTAE o] w7l §fsf Al=" Be] IP

e
>
[>
e o

FAaE X33 ARP 87 HAAE 5Y LAN% ol Broadcastgttt.

@ A== A°] ARP 2 WA A= Y LANAS mE A28 (A28 B 3l A
a1, ARP &% wAIXo] Eew IPFAE Bal 2Alo IPF49 dXshes 45 2
2o Al ARP SHHAIA S HHlTh &Fale] IPF47)F ofd 4§ ARP LAWAIAE
AlSHAl Erk, Al=EL A @ m A Aol = A28 B7E SHEAIC AR S A

2le] IP/MAC pair ZX7F T
@ Alz=E B SHEHHAIAE FAg A28 AE Aale] ARP Cache H|o]Eol A|~Hl B
o] IP/MAC pair BEE 4AAIF &< A & AAEsA] €t ARP Cache
Expired Time o] Aud, s dEL = 2534072 2AHA€Ett (ARP Cache & A 7F
< 0Svtt} A4 HE ARG o Fe wet e ¢ U

(2) ARP Spoofing 323

ARP Ze2EFo| A2 ARP 2%/ wiAAd dg Sd3 AT vizAvFo] fiv=
dl @A fo). 34 A (attacker)= AA EAEHA] Fe MACTFAY A4S MACTFAE
o]-g3te] ARP SHHIANAE ZAste] FAWARD A =8 (victim)ol 7l x*—’h'é‘}ﬂ] .
APR SEHA A& %‘*

AA7y Z2Fske] B
AA g3l oju g ERIFAAES AXH ek Al Fx270 WolEo]Al Hol ARP Cache Poison
Ago] TAEHA Hrt

ARP Spoofing &4 A= v3 2o}

| ARP Spoofing Attack |

who has 2547
Tell 87

" 254 s
254 s at 00:la:6d:de:l7:90
10c:29:40:0d:62

e

ARP Request =
ARF Reply —
Spoofed ARP Reply —

(spoofed) OO:OC:29'1:'4O:Od:62
[13 4-2] ARP spoofing I}A4.

D FAA C= Az AdA §9HE RE dolE Aug 3 Hoj@r
@ FAR Ct A" Ad WE ARP SHado] i A4S AW AxH AZ Ul
NEro] AlzEl Ae] Fash TAA CO MACFEAZ ol &3te] U LAN Ae] HE A

Copyright © AhnLab Inc,. All Rights Reserved. 56
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



An AhnLab

28] 7] ARP Reply SH3th (¥4 A28 A7) 423 ARP SH& dH4 3

O

t}2 A]~®le] ARP Cache H|o|Eo| &= A|~H Ad thal AR}
Hol g% AlaEl AR §EHE BE dHolH AXE F4AF Co

@ FAA Cx F71Hom AAY FZE ARP STHUAIAE HUo] AAHE WHxE
ARP Cache Ho]Eo] Al&EHo g FAE = JLF 3},

Gratuitous ARP

ARP9| = Gratuitous ARPEF= 71559] Atk ARP Q3 WA §lo]= ARP SH A A FE)
E B ¢ 9l AdwbA <l ARP & wlA[A o= thE=7 ARP &R WA A E Broadcasta}Zl
Hrt o] Gratuitous ARP WIAAE 721 5U LAN o] BE tE A~ 2219 ARP
golEo| a3 IP/MAC pair BEE A4t €t ol#g 752 2 2219 [P/MACHE
S Y LAN 9] Alzge] de]7] 93 2k AFSHI 9oy, d LAN 49 &=
Al2z=®le] AAE APR Cache Poisons $]84 &8&57]% gt}

lm o[o o

Gratuitous ARP

254 s Spooted ARF Reply —_—
at 00:0c:29:40:0d:62

You're:

254-1P G/

ARP Cache Table ARP Cache Table
254  00:01:6d:derl7ic 234 00:01:6dide:17:90 254  00.01:6dide:17:90
(spoofed) OO:Oc:29+4O:Od:6 (spaofed) 00:0c:29:40:0d:62 (spoofed) 00:0c:29:40:0d:62

[1¥ 4-3] Gratuituos ARP &2 #34

o]#]3l ARP Spoofing 372 37l EAS Fr|x oz wrEFEttE do 9t} Ethereal <
o] &3 WEYA 37 RYEHA, ARP &% §lo] 5= ARP &9 wAIX o tia|A=

&
WEe N Bast 9

b

(3) Man-In-The-Middle &7

ARP Spoofing 7|H< dukz o 2 MITM(Man-In-The-Middle) 32& F4lsle] 5 LAN
oAl FAWE A" o3 7hE A &S 2YEEr] g HHow ofgE = Ao
7F dubgoltt, MITM3 A4S ol &3l 2=y ¥rt ofyet dolg Wz #go] Fi3] 7}

Copyright © AhnLab Inc,. All Rights Reserved. 57
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



=
o

An AhnLab

sha, hmah B4 Atelol A SlAste] WEHA Uge ARE A FE gtk

| MITM {Man-In-The-Middle) Attack ‘ Spoofed ARP Reply D ——

{(spoofed) 00:0c:29:40:0d:62

254 s 87 ds
at 00:0c:29:40:0d:62 at 00:0c:29:40:0d:82

0016 76:1fa8 ed a7 0016761 F =8 ad 254 00;01:6c;de;17:90

= Sl e (spoofed) 00:0c:29:40:0d:62

(28 4-4] FAX C7F MITM 225 533t 3A

ARP SpoofingS °|-&3 MITM &4 dx+= v83 At}
@

@

wh e

- rl

>~

O [e}
AR Cx= A ~E A9 A ~E B IP/MAC pairE R, 342 A28 A9
BAFololl A A=Al BA1S S35 A Fu).
ARP Spoofing< ©] €3 MITM 3248 Faldith (A ~HA € 3242C D> A ~EB)

OH

- A28 A Mg BO| IPEASE FAA A4S MACTAE 9Ede] A9
- A28 B A28 A9 IPEASE FAA AA Y] MACTAE 9%l A9
Al2~El A, B9l ARP Cache H|o] &= Al=El A, B IPF49 g4 FAA2] MAC

4usk A,
FA% Cx 29 WY ARAzY wEAo R Faste] Axg A, BY Wz
ARP A1 E §7 g},

FTHA C A28 ASH Be) Abolo] Aol dg AsY el RE YEND Ed
g2 2Un L WEE B3 24 AL g

-\VoIP =% dlolg AU & SAEFT
- %% (Pharming)&7: DNS 2%3/¢% WX
=]

- AQAR @3 dold 2w F 2o 24

1
2

A FAE= 3 http redirection =2 iframe injection 43}

= o]y MITM ¥4 7|Ho] oA Ql H2 o] olid NAC(Network Access Control)

-
r U
o
<
fot
i)
ot
o
>
o
‘0,
v
o5,
ot
n
X
ol
>,
>~
>
fo
)
N

o
o
k)

2. ARP Spoofing$ o| &3 T4 Ad

2 Fo A= A AEs ARP Spoofing®k MITM FZ0o] AA] oA ofjdA &85
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AE A AHE FA AVEES S
(1) ARP Spoofing$ ©] &3 VoIP =% 7154

VoIP Mu|=7} ofz =) Aol M= A7 248k A= XepAwl, id Wz o]l
o] =9 o= Q& 2457 ZithEal o 7IE PSTNelM = &4 A7)

a7l Sl wdr] ol =eldor Arstolof sk Aok Aol o] fA4 &hd
Aol Apdelnt. AR IP7]Rke] VoIP IH YIS} Althell= ofn] EAsk= P &7l A <]
dolg &usg =5 S8 dsk el Bo A Hod 5 7] sl A v

=
"—__-'_
AFgo]l wrkar & = A

VoIP dloJ8& 7t2A7] f13 ¥Hes ed UEHA B oA VolP HolHE -~
Ysgsks Wt VolP &ZEFEo] wabetal Sl Al28S dAste] dolHE 7t2fe W
Y ol 7hestth & A= ARP Spoofing= °]&7F VoIP dlo|H 2y Al s
A AFstaAt gk VoIP =& flsiA BE=A] VoIP d8 a4 =77F 288 Zo] ofyal
Ethereal ¢ IP 7[uke]l dloly 24y =758 ol&drx F&E3] 7beatrt. (GhAxt
VolP =45 fleiM= ~ygstarat '8}% el = MESA qudle] HFshs Aol 2

asAR, A AR 28 8 de ohh

o
oo

014

c

i)

Ethereal ©| &3 VoIP =%

Ethereal® Network Protocol Analyzer®A Packet Sniffing/Analyzer 7]% <
AT EY ot} o] EtherealE o] 83t RTP PacketS Sniffingdlal PacketS #A3 4+ ¢l
oh w3 EA g A B PayloadE Adte] AAl F3E&S =FE + Utk

(@ (Untitled) - Ethereal

File _gdlt _ylew g? Capture arjaly'ze _gtatlstlcs Help .
= e EE*>®RE ResoFE BE QAQEN @EEX

Eiter: [rtp ¥ Bl e opl

Mo, - Destination Protocol | Info

Payload Type=ITU-T G.71ll PCH

1479

[ RTP Payload type=ITU-T G.711 PCM 1,
1480 34.664322 i 4. 187 RTP Payload type=ITU-T G.71l1l PCMU, SSRC=450355341, Seg= 13172.
1481 34.664434 L. . 3 0 TR RTP. Payload type=ITU-T G.711 PCMU, SSEC=450355341, Seg=13173,
1482 34.664545 77 2 EEE R RTR pavlaad tvoe=ITULT G.711 PCMU, SSRC-450355341, Seo=13174.
# Frame 1478 (214 bytes on wire, 214 bytes captured)
@ Ethernet II, Src: @& 202:1b:25 (00:0c: 29 02: 1h 25) D5t i 1f aS ed (00 16:76:1F:a8:ed)
# INTernat Protaco'l src ETREITEEE. 106 RN T.106), Dst: ‘ B 157 AOwETELIE 187

User Datagram Prntncu1 SrC PoOrt: 17?58 (1?758) Dst Port: 5062 (5062)
ReaT—T1me Transpo rDtDc01
o e

&

“[Setup Prame: 144:]
[setup Method: sDP]

3 = version: RFC 1889 version (2)
i snivin e Paddmg False
.. 0 ..., =Extension: False
. 0000 = contributing source identifiers count: 0O
Whins yavige = marker: Falsa

Payload type: ITU-T G.711 PCMU (0D

sequence number: 13170

Timestamp: 0O

synchronization source fdentifier: 450355341

[1¥ 4-5] RTP Packet& Sniffingdt 23}
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Untitled) - Ethereal

File Edit Wew Go Capture Analvee Statistics  Help

S il & SRS Res»FLIEE QQQFI]

Eilter: Il“tp ¥ Expression... Clear Apply

Mo, - Timne Source Destination Protocal | Info
s - . - RETP ay load type=ITU-T G.7 711 PCmMU,

1482 34,6645 ForwardDirection | Reversed Direction

1485 34.69858 Analysing stream from LT 06 pork 17758 ko T 7L L0 187 pork 5062 S5RC = 450355341

>

) Packet - Sequence Delta {ms) Jitker {mns) B (kbps  Marker Skatus
1488 34,7063 475 3170 0.00 .00

1489 34.7068 13171 .
1490 34.7073 1480 13172 0.21 @ Ethereal: Save Payload As ...
iigjﬁ gj.ggg:ls. 1481 13173 0.11
1493 34:?182 i:gg iggg IUS;II?IS Mew Folder ” Delete File ” Rename File ]
1494 54,7181 1485 13176 20,56 .
14596 34,7387 1436 13170 5,74 \CI"—V‘
1457 34.7432 1487 13171 0.64 d A & A
1498 34.7584 1483 13172 1.12 FEE RS 7 2k =
1499 34,7602 1459 13173 0.50 A AUTOEREC BAT
1500 34,7752 1430 13174 0.47 | boat.ini
1502 34.7795 1491 13175 0.75 - )
1504 24,7983 1492 13176 0.47 Diocuments and Settings), Bzlcons.dll
1505 34.8024 1493 13177 9.69 drwrtrp, | | CONFIG.SYS =
iggg gj'gigg L Ll L Lotus) INISAFEWebE0.Iog
. Max delta = 0,137130 sec at pac| ]
LD ghlthiE Total RTP packets = 662 (expec ELUCQ;GCI'L“E?BS". ;O'S_Y:t \
0000 00 16 76 ! e
Q010 00 <8 00 Syskem Yaolume Infarmation’ MSDOS.5YS
0020 &d bb 45 Save payload... ” Save as T3V, ” Refrg b’ B
e g
0040 e
0oso  f £f £f ff f £f ff ff ff ff f ff ff IR O .au
a0 £ £ £f £f £f £f ff £f ff ff £Ff ff ff
o700 ff £f £f £f £f £f ff £f ff ff £Ff ff ff :
0080 Ff ff £f Ff ff £f Ff £f ff Ff ff £f Ff f Channels: @ forward O reversed O bath
0090 ff ff ff ff £f ff ff £f ff £f £f £f £f f
0020 ff ff £f £f £ £f £f £f £F £f £f £f £F | selection
ooho ff ff Ff £f £f £f £ £F £F £F £F £F £F £} 7
ooco ff £f £f Ff £f £f ff FFf ff FF ff FF ff | |vop-audohackraw |
oodo Ff Ff Ff Ff FF FF
’ Cancel ] [ o ]
[29 4-6] RTP Packet& #2413to] VoIP "t o] &S Adst= 344
[2%] 4-6]0 A9} Zo] A&H wt)o] ol = mt]o] Feoloj2 At &5 + AT

Cain & Abel & °] &3 VoIP =%

Ethereal®} @], Cain & Abel2 ARP Poison Attack < %3}o] Mac 4% Spoofing 3}¢],
294 Ao MEA Tl UMEH]A {7 ’\‘4 35 7FestA slFo] MITM(Man-In-
The-Middle) &4 oH g Ar ol of8= & 3t Cain & Albel =7l &4
7l VoIP £4stE d29 s+ 7lso] 9 25 o] &3 Tag 54 st

H]
AFg o] AFA Ygoltl F8 AR E] wE2E st AE e}

G
<

olP

o,

Cain & Albel 9] F82 7|52 ofg9} 2t}
- o}%%, IE, MSN, Dialup, Cisco VPN Client/VNC Client 3| ~9]= t]ZH
- LSA Secrets
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- APR(ARP Poison Routing)

- SID Scanner

- Network X7

- 24y - s§~9=, hash gt 14, VoIP SIP/RTP X REZ S ufst 714
- #9E ZREZ BUE

- Mac Address =7l

- FA(Wiresless) 27lvl, WEP =2} #

- a9 A2YA - AR AR

- TCP/UDP H|o]& Ho]

27} =58 oF & ARP Spoofing®t -~43F 7]5(SIP/RTP Z2EZ SAU3 A3)S 4
SFA},

File Wiew Configure Tools Help
o gy @ ol B W v @ LY mMmBEMaB0®%RE @2 0N
& Decoders IQ Netwark |@ Sniffer |@f’ Cracker |ﬁ Traceroute IM CCou |ica->] Wireless |

s APR Status | 1P address | MaC address | Packets -> | < Packets | MAC address [ 1P address
el & Poisoning . .C..187  0014854C0CES 3700 3613 000CZ9021B25  _._..i..._.106
vty #APR-DNS % Poisoning Coee.... 187 0D14854C0C29 0 i 001A6DDEL790 BT )

Bl APR-SSH-L ()
£y APR-HTTPS (16)

@ APR-ROP (0} Status IP address MAC address Packets -» | <- Packets | MAC address IP address

) apr-FTPS (0) @ Full-routing le. .1tTT47 ODIAGBDDEL7I0 34 a3 O014854C0CEY 77T T0187
S APR-POP3S (D) P Fullrouting codeee... BT 0014854C0CES 1 1 DOLAGDDEITS0  —o ... ™34
[ R T R

[28 4-7] Cain & Abel& E3] F A28 Alolo|A MITM &2

File ‘Wiew Configure Tools Help

3| @ o B ¥ mEBEOMBEBOYE 67 0 I
@ Decoders | g Netwark Iﬂ'ﬂ Sniffer I@/" Cracker |ﬁ Traceroute IM el |[(b')] ‘Wireless |
Started | Closed | 1P1 (Cadec) | 1P2 (Cadec) | status | File:
&UG,I'D? 2007 - 17:31:03  06/07/2007 - 17:31:10 o -3, 106:16568 (PCMF\ Bkhz,Mono) @ o ... %187:5062 (PCMA gkhz Mono) R.TP-200707 060
g: ] 07 o o ¥ Ekhz,Mono}
3 Play L
E Hosts |@ APR. |0§' Routing |% Passwords |@ YoIP | 2:23: Al BEEE

Lost packets: 0%

[71¥] 4-8] Cain & Abel VoIP Hlo|HE #3249

ol#1gk VoIP HolH T T8 ARVl 5= AS WA faiA= VoIP ZdellA ¢

o
8 FAg gt W ol Bash

oz
fol

(2) ARP Spoofing?] g z=3 (ZA=T ZjEER)

PE
r
OH

20073 Ait7] o) =7 Y = e 715 238H] gtk Ao HAgE L
dE Fo w34 B¢ DA 2ol %9}41 T 9e wF, A 34 =TE A

Copyright © AhnLab Inc,. All Rights Reserved. 61
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab

% B FFAEd v weth AT Jl ¥3E Fo 34 v dvu
2 (4= /= Win-Trojan/Snif = 2thg)

y4(Pharming)#7Z: DNS % ¥x

A4 DNS 240 0@ ¢ 2%e 44 243l A4S Aio] WEE 2
FEAIER FET £ Atk ANE mEd) gd dade FERuE nawd #4%

AT /= 0183 94°lE vl www.ahnlab.comdl] 3 DNS

H4S BHoFoh FAAH103¥ PC, 00-0c-29-40-0d-62)7F 3] 3 A]
87H PC)AlA www.ahnlab.com $JA}]E Lw|ele] 3] DNSHZ L4/5ES 3
g Aneltt. AR z-% T3 FAAYE YsE WE DNS &
www.ahnlab.com®] [PF27} 211.233.80.38 = 1.2.3.4 ®AFASS &
o] Aol A ARP Spoofings ©]-&sto] Jafr|2=gle] Alo]Egfole] MAC
g9 MACFARE HAHASTS 1T ot A 270 BE UE
A=®S A frete] e MITM(Man-In-The-Middle) “ef7F € ct.

ﬂl

slo

Yz -exe' —idx @ —ip «ifRevdrl .87 —hackdns "wwu.ahnlab.comil.2.3.4"

C:#rnslookup wuww.ahnlab.com
nz.higlobe .net
2@3.255.112.34

IP Address. . . . o EEGHEYRNE (103
Physical Addr . . @ BB-8C-29-48-AD-62
Default Gateway . . : akiuakil. 254

[#]1 Bind on #1603

ket Scheduler> ...

[Fcanning Alive Host......

[Found Alive Host:

T WREEENENS .87 BB-16-76-1F-A8-ED

nlfflng

ahnlab.com
211.233.80.38
wuv .ahnlab.com|

C:trarp —a

Interface: silisininall .27 —— Bx4
Interne: Address

trl+C Is Pressed.

ns.higlobe.net

fAddress: |283.255.112.34

:WDocuments and Settingstsmallj> on—authifitative answen:
ww .ahnlab.com

Wrarp —a

Interface: WNISTE08 87 ——— Bx4
Intex net Address Physical Address Type
BB-11-43-5h—2a—42 dynamic
B8-Bc-29-48-8d—-62 dynamic
BB—Bc-29-48-8d-62 dynamic

(239 4-9] 24=7 /R 183 DNS $H43 wx 34
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608 16.3

Frame 608 (90 bytes on W"lr‘e, 90 hytes captured)
Ethernet II, src: o0 Aosod: 62 (00 Oc 29 40:0d:620, Dst: Intel_Af:a8:ed (00:16:76:1f:a8:ed)
# Destination: Intel_1f:ad:e H 5 al;ed)
Source: .o o d0:0diaz :-1u.u|_i

Type: IP (0x0800)
Internet Protocol, src: 203.255.112.34 (203.255.112.340, Dst: I0000I0L03. 87 (0770 T0015.87)

User Datagram Protocol, Src Port: domain (530, Dst Port: 1828 (1828)
Domain Mame System (response)

(28 4-10] MITM 329 Az}

MITM &7 o= <3 DNSAIH(203.255.112.34)> 3] 3| A|=BI(87%) 2.2 2] DNS & 3}
o] FAA=E(103¥, MAC: 00-0c-29-40-0d-62)& Afrate= 31& & + 2

AAFR 7F= A7)

Azdlel MEAD R e Aelzd da Amdad sk
of 2EY e Edd Ygwe F2% F o A%E 2andw

A7dshs 7ol Tk mhEkA, %Pi@rEW $& TELNET, FTP, Web AH] 2= AR8AF 271
A AR AR & 47 7kRA 5 Qv okl [ 4-11]0A ek 2ol a2
HTTP 2223} H o I uﬂ?M-?—iz Al AFgAF FHIF DR =FH AT

B [T 4 T K LMY= carps cexe’ —idx B —port
88 —ip RS _ 87 -spoofmode 2 —logfilte +POST, +id. +password” —zave_a sni:

#TCF‘ 2007-07-05 22:47:39
.log

.87:2693 - .7 T.113:80
POST f 7I0g|n HTTP/1.1
Accept: image/gif, image/«-xbitmap, image/ip
application/x-shockwave-flash, application/wnc
application/vnd. ms- excel appllcatlan/msword
Referer: http:// -
Accept-Language: ko
Content-Type: application/s-www-form-urlenc
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0
SW1)
Host: = - 4
content- Length 46
Connection: Keep-alive
Cache-Control: no-cache
Cookie:
LtpaToken=AAECAzQ20ENGMjIBNDY4REEDNE
NLOOYPTIwMDQxMDMyL029QUhOTEFCR XBptl
byl0=

IP Address. . - ¢ . . 103
Physical ﬁddle - BB-BC-29-48-BD-62
Default Gateuay .. RTINS 4

8'? B0-16—-76—1F-A8-ED

Bue?

func=login& id= % password= ' - gns

(28 4-11] 3AEF zxargsE o]&3sto] 29 A2 R E 7F=2A= HA.

web A, QYA ] A A 32 HlEA] ks TR EZ(SSH, HTTPS )& A dsta, 7%
3k S WAYUSESS H&ete] a3 2y 342 T E 149 T8 HAHI =EFHX

e ol ).

JE

AN

2

AI= FX

il

23 Y EHY WM=: Iframe Injection

Jo

AmAA e T g Abgstd $AE=TE o]&3te] SQL Injection 7MW S& 3l
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ANAE7} ZATOTEAT7F B2) Helo] FHeksk 1Ay
APl ER FE35}+= [Frame Z =5 44
H| 2~ Al FA= o]k 4 AW 348 aiddos Aad Edog 4 HgldH 55 =938}

7] %= Fho

E Ao Aj2e Walrt AU v
E FA4357)17F o9 wet, A 9 &
o2 3 N2 FZHo] Ax=HAT)

2007 k7],
& wek guE FAST g § A A

2ol QI Apolo] WAHE 9 EdHS B

e
i
P
ot
tlo
o
oo
o
o,
X,
Ky
Ty
:‘o
i
1

A el 2"e] GET &3 Wik &5 A A Hete] HPda=s FEAR i
& IFRAME ZE=5 AYste] §) ZFElo]dEoA dgdit, ) Fgo]dELE [FRAME =
=o o8 dHTE GEARE SEH L, G Ao Ed] EAs= ¢ Zelo]dE Hekd A
SLE(ANT #H b3, MS06-14 RDS FHebqd gl o& Ao} 224 &4 T2z o]

AA

[2% 4-12]+= &4A C7F &4 LAN 739 ﬁ%%ﬁAléEﬂ; A(87-1P PC)S} Ale]ESo] (254-
IP G/W)eoll 91x3le] Jafr 8¢ GET &% 79 S5 A x|d otAdzm=
3l IFRAME ZE=8 AFjishe] dls|A] 28l Aol A& }% HAHS HoFEh

| b Trattic Madificotion: IFRAME Injection

o 3 <htm] »<heads<
0170 73 63 i 1 67 85 3d  script 1 anguages
0180 22 6a 73 72 o “tavascr iot7rLF

(29 4-12] EdFA Iframe Y

ol M= FESF I E A FEE= AR wEA At e

= = [€)
3 FE Fe Adea @ 5 Ak gms ggel ASHE Fa 9 Feo
KeR

o o
|
U g

velehs Aades & A Bt A2 FAsks Ao] 7HE Fastal, HiEss
A

= B AN Aer Aol E stofof gt
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(3) ARP Spoofing 32 W< 71&

o}lA7t#] ¥ 3 ARP Spoofing % 7]&& EA81% ¥+ Aoz a4y
Ma g 7Hx 714S E338te] ARP Spoofing 5249 s Z3E Hold £ =
shof ok ghr},

Static ARP AH 33

WM F717F A e T8 UEYJIACIE ) 2 A|A'(AY) Sl tig IP/MACTA
pair AHX = ARP AHE Static 3HA #2|3F ARP Spoofing®l] 23 ARP Cache
Hlo] B9 2 AHo WHERE v|dd A3t} ARP SpoofingS ©]&3F ARP Cache H|o]E
Aol 7 anpAQl dlg WHolHA, UMEYT Fx W7ol e VYPoAE dnkdl

Dynamic R.=ol Hls) #lskA] xatu= AEA F2o7F Fasit

-

ztztol A ~d'o] Huld wultl vzl Fo¥ static ARP tableS TASEE 3ith. U3
LANS] S8 A|2='l(2=9)A], Alo]Ede] F)o| et static ARPS HE3ste] #e
Alz=gle] 7 Ao Wyt 32 &S AR 7|l e uS VERA AlxHe] A
Al IP/MACTF2 pair AH] F71/H /2 Ao Tt static ARP table A3 &8 7F &+
o

e
o?:, au

thest gol Alzwlel arp WHolel -5’ ML ALg3te], static ARP ARE 2T & 9
t}.
C:\>arp -a
Internet Address Physical Address Type
XXX.XXX.XXX.254 00-xx-6d-xx-17-xx dynamic

C:\ >arp -s XxXX.XXX.XxXX.254 00-xx-6d-xx-17-xx

C:\>arp -a
Internet Address Physical Address Type
XXX.XXX.XXX.254 00-xx-6d-xx-17-xx static

Switch Port Security

ol

291 Aol Al Port Security 71%5¢] Al&d 4, Mac Flooding®lvt MAC Spoofing 59| &7
Hazte = Aok 292 2Evt Hol §& 7bsd MACTA 24T 4 vk 29
o]
AR

-
Ed St ool MAC AR7F B E 45 A3 T2 /5 A0 £ A Ak

O

mlo

H~l

Copyright © AhnLab Inc,. All Rights Reserved. 5
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab
Ed, 54 2904 LT 1452 F8aAU AT static MAC F28 vl A4 ET,

olelg 75g F3 FAAT A =M (victim)©] IPFAE o] &3te] Al MAC F47}

2291#] 2] CAM(Content Addressable Memory) tabled] 555 & 2A& WA 5 9l

4. Cisco Switch A <] 4

Switch(config)# interface fastethernet 5/12

Switch(config-if)# switchport mode access

Switch(config-if)# switchport port-security maximum 5 -> o 3-& MAC
T

Switch(config-if)# switchport port-security mac-address 1000.2000.3000 ->
&4 MAC 2

Switch(config-if)# switchport port-security violation
[protect/restrict/shutdown] -> 2 ¢ HFA] Action

ARP ZUHZH T =¢

ARP Spoofing ¥4& AFAom e + s B ofyA|vh, ARP RUHP S &3
FAe W &2}t shssith, dibdog ARP BUEE =FES LANGS ARP JM—%—E—
T3 st IP/MAC pair ZEE dolgu|o] =gttt RUHE #A oA, ARP Cache 8 H.¢]
W7ol EAHA, Al=F S Gteke] Edo] ofo]Zo] A £FAM 9 ofolFo] AW A
HAY(WinARPWatch), #&z}oll Al notify7} 7Fsste] AVSE ZX7F 7bs8 =% 9

AA wel &8 U= ARP BUHY =4 v &
- WinARPWatch X - http://sid.rstack.org/arp-sk/
- arpwatch, http://www-nrg.ee.lbl.gov/
- ettercap9] arpcop plug-in

[1¥ 4-13]> WinARPWatch& ©]&3lo] ARP Spoofingad A& ©HAstE FHo =z AoE
o] (254¥ IP) MACF47F W7 (HAS CHANGEDD = &<

A WAL,
A 251039 IP)eF dA8k= MACT2:2(00:0¢:29:40:0d:62)9 = & < AT

A

RFP WinARP Watch

File Help

” Time | Action | IF Address | DMS Mame MAC Address | Maruf acturer | ARP Type |
[12:26:22 Added ... .254 A 00:1A:60:DE:17:90]  MfA Dryniamic
13:11:02 HAS CHAMNGED! -0 w .. ..254 MiA 00:0C:29:40:00: 62 MiA Crynamic
13:11:06 Added LOU103 R 000C: 29400062 MiA Dnamic
Silziiz HAS CHANGED! . 24 T 0018 el DE 1790 MiA Crynamic

[Z1¥ 4-13] WinARPWatch& ©]83}o] ARP Spoofings 42 X 3l= 34,
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H % ARP 3% & IDS Al2="1S &3 Wols ndsE & o & &zl IDS Al 2=H
o] sl Snort°ﬂE arpspoof preprocessor’} £A13t4 arp spoofing &2l thdt =] 7]
= AlEstal gt

olf

VLAN #3

ARP Spoofing ¥2-2 Fdg LAN 2] SAoA v 7H53s F-4ot). 7] UF WES =
o] Fd3 LANAO EAstE Al~"o] B A4, 19 ARP Spoofing At Al =%
H Al2EE s 4 ovrel givh whebA], 719 ve] 53 SEA Al ="l A, BAskal 9l
= IPF4A 99 Sl wel 143 VLANSZ uiro] HA4dke] Aol HU% VLAN Ao
A BEE F AES she glo] HebgomE AeHdAE ko] E Aotk

ARP cache®}d] 43}

Al2~®'llmtth ARP Cache Ho|E9] QIEZE fA8h= 7|te] EAlgTh o] 7|72 FH.] A}
4 oo wet thE 4= 9tk o] ARP cache A AZHE 7hE RP
olaf WMx¥ ARP Cache W9 IP/MAC pair AH7} 25t A EHHA] FEE X8

= syl el B+ 2

Spoofing

ol

2

|

2

4. Sun Solaris®] ARP Cache ©E}¢] 43} AH

# ndd -set /dev/arp arp_cleanup_interval <time>
Secure-ARP (SARP) AA

ARP ¥|7le] BEE 98] FEAHoZ Hele] FHefdh ARP ZRZEZ til, PKI W4
3l Secure-ARPY =YE 1 P
T 7S FUHE 4 otk 2l
A o #e BAl 5o Al MEQA Ao e e HEE oyl =
A At

Flﬂ
[oN
@
2.
(@)
(@)
N
)
w
D
(@}
o
=
('D
D>
=)
v
F 4
ﬂl}ﬂ
tlo
X
o,
=Oé
o
9
o
Rl
0
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