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Internet Security

Recommended

TOP RATED WARNING! YOUR SYSTEM IS VULNERABLE TO HACKERS' ATTACKS AND BREAKDOWNS!
= Pest Trap Attention! Your system is currently exposed. Any remote computer can easily browse following folders and files on your computer:
Most  popular spywarefadware - WindowsWSystem32
cleaner software all over the world, - WProgram FilesWiInternet Explorer
Cleans  all known  viruses  and - WMy Documents
WOrns. - Drive C:W files

o Yisit Website « Free Scan Click here to download official intrusion detection system (IDS software)

n Malware Wipe
Became one of the most popular YOUR PRIVATE INFORMATION IS IN OPEN ACCESS TO OTHER COMPUTERS
programs very fast. It s really easy

to use and at the same time very Your IP address:

effective. :
« Yigit VWehsite « Free Scan faur Country: KR, Korea, Republic of

» The Spy Guard Your Browser; Mozilla/ 4.0 {compatible; MSIE 6.0; Windows NT 5.1)

Developed as the most efficient Your Operation System: windows XP YULNERABLE
spyware cleaner  with  realtime

protection. Systern Security Status: CAUTION
o Yisit VWebsite « Free Scan

Tirne of investigation: Sun May 7 18:58:36 PDT 2006

= Brave Sentry

Aovard-winning  spyware  removal

utility that wil help you fighting all SOLUTION
kinds of spyware  including
keyloggers, trojans and password
thigves.

Dowrload and install one of the following approved software products:

 visit Websits » Free Sean Malware Wipe Pest Trap
« Over 40,000 threats in the database + Daily updated threat databases

= AD Protect « Exclusive algorythm of ceaning + Inteligent threat scanner
World's leading software « IE Safe Mode - simply cleans your browser! + ppplication advanced fireweall
application that checks, protects « Manual / autornatic update systemn + [E security improvernents
and rechecks spyware and spam « putostart items / IE Chjects / Running Processes manager « fovanced system securty features
vulherabiity  in your  home + Dialer blocker, Popup blocker + Multinle scan options (fast [ normal § deep)
computer.

« Wisit Website « Free Scan « Wisit Yebsite + Free Download + Wisit ¥ebsite « Free Download

&l [ e 7
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2006/01/02, AlFUotollA 2
2006/01/13, MS o &
2006/02/21, MS ollA #ofx stel
2006/03/22, ZFE| H2{Z| S0l
2006/03/23, Al otolM A2 &
2006/03/28, E&{AI=(TrusGuard)
2006/03/28, eEye2} Detemina H| 54! =
2006/04/11, MS06-013 = ot mfx| wE
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"createTextRange()"= 4 QG o] AA R w50 o] ot
A agdt EAd 22 2 Y WE S JheebAl W=+ TextRange AAE AAS=
DHTML(dynamic HTML) HZ=o]t} o]tH FHFHL "createTextRange()" HARZ= Ao A
WA et 2= YA @ /E ol &8st

AA 34 oAM= "createTextRange()' HMAEE TEste HAAA e dHolH
(NOP+ Shellcode)2 Heap H Xz 4 -T2 vt} o] A eI o] A~

E
991t Agel FAR BHHE LHE AU F Uk

£ Windows Task Manager
Fle Options Yew Hep

A;Qf.lcatir_ﬂs Processes P- :

CPU Usage

PF Usage Page Fie Usage History

Totalks Pirysical Memory (K}

Handles 10498 Tokal 523760

Threads 460 Avalable 393596

Processes 56 Sysbem Cache 42140

Comimit Charge (K} ¥ermel Memory (K)

Total INFT2 Total B1620

Limit 1345844 Paged 45804

Peak 1407268 Monpaged 15816

1
A Ahnlab

Processes: 56 CPU Usage: 24% Commit Charge: 3434 f 1317M

[Z21¥1] createTextRange() ko gt 3Az= A3 A WEZ 7} 553 A

QEIY A AZ2es} 9A Heap WEelo] A% NOP+Shellcode HE& 712]7]7 =3
T A v dele meg A fek
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7D5322B1 MOV ECX,DWORD PTR DS:[EDI]
7D5322B3 PUSH EAX

7D5322B4 PUSH mshtm|.7D4A1CA8
7D5322B9 PUSH EDI

7D5322BA CALL DWORD PTR DS:[ECX]

> MS 49 HSE X9 EAH
MS 4¢ HeF %] & MS06-0133 MS06-0159] 27}#] Het ﬁﬂj]ﬂ' g2 &8 =29
TES 4o F dva FAHAT. 53] MS06-015 =9 E47] #H HeE @
<-, HP Share-to—-web, Sunbelt Kerio ¥3}¥ 539 =2 Q3] Hel jx o
:?;

E

(%]
o
Moo ol &

A EE 7% stk MS06-013 IE FA el Ee] ®el 2] 28 A&

Z BARE A T Evh A ALe] AXEg o], 2l AX Ego] GO o] g By

ZYE 5 Jou, ofA7A Y wot sAER 9% uAe ) Al E¥HE] By ul
2

tlo

e S2E9 FAHH
A=

oA <4 © MS9] HeF Hepdo @dlE "Wy, gfst ZAE T} of Z Aol FH ok
AE MAs Tzt Ja o2 S5 H19lE & Yotz ok o8 s 552 SANS
(SysAdmin, Audit, Network, Security) InstituteE EaA %= &ola] & 47} 2t} SANS=

20064 1Q9 & Hol HIFHE Ay de wxIAL’

Hol WEH Fo TAEY Ay TS AwuA,

e

= 02, 49 A7) Ht HA] AR

Q2 ZF(Oracle)d| = Xt 449 18d A7) o8& B 3% CPU(Critical Patch Update)
Apr2006< skt oyl eaE CPUS thio]l ® AL QetE dolguo]x9 ot
A 1473 o8 Ay Hdcnldire]d 47E(Oracle Collaboration Suite)o] FoFd 57,
OAS(Oracle Application Server)e] #2517, Oracle E-Business Suite and Applications
o] FHeokd 157, e71F <y =Zgto]= wjuY *|(Oracle Enterprise Manager)e] F o4 27,
EATE JdEZFo|= EY o] &g 7| o] d(PeopleSoft Enterprise Portal Applications)®]

! Microsoft, MSO6-013 IE 2 Wb fulo]Ee] F-AuA 7154
(http://support.microsoft.com/kb/912812)

2 Microsoft , MS06-0158 A %3 & Windows B217] T Windows Ao EAuA 715
d (httpI//Support.microsoft.com/kb/918165)

3 SANS, 2006 SANS Top 20 Spring Update — Technical details on specific vulnerabilities

(http://www.sans.org/top20/2005/spring_2006_detail.php)

Oracle, Critical Patch Updates and Security Alerts

(http://www.oracle.com/technology/deploy/security/alerts.htm)
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F ke 14, 1213 JD Edwards iEE%ﬂoM F ok 170]t},
23 11497, 2252 InnoDBY ¢l+E 7]¥Fo 2 Oracle 10g XE(Express Edition)2h= F
5 HelEol =g F AL Oli As) ALgALe] oehF BEET AR A% Aow 7

et vk, &g wrh 7SS okel Al %ﬁx}ﬁ Bk 9o wEE7] 47] W] Hot
X FRAAE AdrIsta, Bt A #Eld AFs Vldor & Flolth

_—

> ojE2] Mac OS X et %A &0
Z9] Mac OS X= U o] 48 ot 28-S ZHolets 345 WA}l o] 22 21 9
o AlZAl A EHA 2 tharo] HelF FHepdd Jid S Z=(Proof of Concept)7} & 7N
HATH Aty 5o o] ZgAo] S o]&3dle] BMP, GIF, TIFF %wWio] otolzel a3 udS
A st Bl B E Hopdo] ditRola, dEFvA Azl Bgola HAEE FHokd

1
= Egdel vk FAAE oW Aok o3l HA Azl DoS (Denial of

rr

Service) 3 A< T3 4 Stk

HebS 100% FAE & Ade 7L o= glrh. o]&xte] Hete] djgh Fggh o]
S} Aol 719 We] Bt A Y F 2

= B
2o Wok A Jbe|EE wEo] $E3 AAUE & sleltt.
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Mywife Mydoom
Bagle 47 53618 2.7% 16,6871 0.9%
57,2651 3.2% (85 644 1E 3.3%) 1784518 0.7%)
(85,691 {B 3.3%)

Etc
34501 {E1.9%
(51 63418 2.0%)

Mytob
2728761 15.2%

(2835771811 5% Netsky

1,361,7851@ 76.0%
(202641218
799 %)

AA G el =g vl sobx=d olok wEd FAIA] A ot [E1]19] HolH

ANA 714 Ho]l Fa33 T = YiiaTlo] P(Win32/Netsky.worm)©] t.
7 ms] Agrr AL wEA o] ash
ASE E o Uy oy 42 wlolis  ¥(Win32/Mytob.worm)o|t}  Hjol& €

(Win32/Bagle.worm) = w}zF7}X] o]t}

Window/Dos =493 ) =493 o =493
Macro Virus Script Virus
Virus A 43| A4 3 H4y3
826 18 26
Win32/Netsky Xm/Laroux VBS/Redlof
988 11 46
347 WI7M/X97M/P9 8 VBS/Lovelette 14
Win32/Mytob
531 7M/Tristate 5 r 8
258 3 10
Win32/Mydoom W97M/Bablas VBS/Kakworm
298 3
221 3 Wscript/Fortni 4
Win32/Mywife XF/Sic
288 7 ght 2
216 1 2
Win32/Bagle W97M/Ethan VBS/Soraci
449 1 1
169 1
Win32/Klez WI7M/Sting
195

ol

[

=

1] dAd=z= &) Ao d3H(EA: dEIPA)
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2
oX
R
rt

9
[#2]+= o3 E Y A= H SAE e o2 wds o] &3l ity e g
7F 7P B e AAska e RS gl ¢ Stk vl o]fjol= MESAE o] &3
oI ETE Bol AN ASS & 5 ATk EgE F FATE AL vlE] g Wo] Fof
2 AL E $ 4
ZEB= g3 A
20064 3¢¥ 20064 3¢9 20054 4€
W 3,433 97.1% 4,140 96.9% 4,381 98.7
9 Re =) 1 0.0% 1 0.0% 1 0.0%
gezE 1 0.0% 4 0.1% 4 0.1%
g =E] 98 2.8% 122 2.9% 51 1.1%
718 4 0.1% 3 0.1% 3 0.1%
A 3,637 4,270 4,846

2] Q—],'}‘éj_iE- 7‘:]-051 %]E %7:”(%73 ?:-_]"L‘:!:IPA)

[

=]

dE VEHI EJY I
[293]& 49 3 & S 2o MEYT E @ tigk A5 122 ved A
©

04/01

04/03
04/05
04/07
04/09
04/11

04/13
04/15
04/17
04/19
04/21
04/23
04/25
04/27
04/29

M 135(TCP) M 445(TCP) [11026(UDP) [1139(TCP) M 1027(UDP) B Ping(ICMP)
W 1433(TCP) O 137(UDP) M 4899(TCP) H 1434(UDP) O FMith
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[293] ¢ UEYA ET A (EA: dEIPA)

TCP 1026 £ E¢9} 1027 £E° EgY A& =3l nj9 2o S X
52 Y599 wAalA Mu|zoA] o] &H = T FToolA Fa HAHoR wAAMHAE

o1 g3 Aol F AAY 5 Utk

3000

2500

2000

1500

1000

500

— 3] [ip] ™ L3 ]
o o o o =
s = e s Ty
b = = =t =t
o o o (=] (=]

@ 1026(UDP) W 1027(UDP) [0 1028(UDP) M 1029(UDP) @ 1032(UDP)
M 1030(UDP) O 1031(UDP) M 1033(UDP)

[194] 102x-103x XE9| A& #3

04/11
04/13
04/15
04/17
04/19
04/21
04/23
04/25
04/27
04/29

G2 Ao Zhdo] WA MuAE o] g3 Favl TR wjEE AlErt FE LA
g AMEZE Qv ol FuE A oR Y] M g vAA MuaE FREh]

of @,
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(2) &8=29 4HIDE &
AMAE BEE A2l (zhang95@ahnlab.com)

2006 49 T7 HdIE TFS 39 I A4S

GAT ARG AFES AR SR QPR FEL AES

2L
21_4
R
m
i
o
I
=
fr ot
=
L
o
)
Ll
%
o
R

oty FE TOP 5
9 | &9 vzt Rising
1 - Trojan.DL.Agent
2 New Trojan.DL.QQHelper
3 2! Backdoor.Gpigeon
4 11 Trojan.DL.Small
5 - Dropper.Agent

[3£1] 2006 4€ #}o]H (Rising) &A= TOP 5

A 2006 49 o]l I TOP 55 AHHEE 31k % 190+ A 393
A3l == A8t 9= Trojan.DL.Agent(V3 2 &t — Win-Trojan/Agent)©] 2%l A

=
B 3Lzt &9 ¥ glo] 1915 fFAska vk 29l ol 49 AFA = =
13l Trojan.DL.QQHelper(V3 &t — Win-Trojan/QQHelper)7} xFAstar v}, 18]ar 3

H

At 49ol= At 39 Hlste] 3 AGH ¢ ek Backdoor.Gpigeon(V3 &t —

ot (%

o

Win-Trojan/GrayBird T+ Win-Trojan/Hupigon)®} Trojan.DL.Small(V3 &% — Win-
Trojan/Xema)©] 2FAstar Ut 18] a 59dlE <=9 W3} §lo] Dropper.Agent(V3 Zeh

— Dropper/Agent)©] x}A]&}ar gt}

=9 | =9 ¥s JiangMin
1 New Adware/Downloader.QQHjit.gen
2 12 Adware/Downloader.QQHelper.gen
3 New Adware/Downloader.QQHres.gen
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4 13 Adware/Downloader.QQHelper.ch
5 New Adware/Downloader.QQHjit.a
[¥2] 2006 4¥ ZF1(JiangMin) 2t 2= TOP 5

ol FE TOP 5% glo]A e Adm= TOP 59 wlwale] Ayfo]go], ofj=9o] g
el  f3lvte  mzoawe 9 welyp  tksith. 53] [m2loAe 2o
Adware/Downloader.QQHjit®} Adware/Downloader.QQHelper #o] oj=E9¢o]E TE=E=
st et 1919A 5917441 Y =& E’_—‘:r i}xlé‘}ﬂ ATt A 39 oHdIZ= TOP 59

_T_
< 1 25 3F 45

Trojan.DL.QQHelper | Trojan.DL.QQHelper | Trojan.DL.Agent Trojan.DL.Agent

Trojan.DL.Agent Trojan.DL.Agent Trojan.DL.QQHelper | Trojan.DL.QQHelper

Trojan.DL.Small Trojan.DL.Small Dropper.Agent Trojan.DL.Small

Dropper.Agent Dropper.Agent Trojan.DL.Small Dropper.Agent

1
2
3 Backdoor.Gpigeon Backdoor.Gpigeon Backdoor.Gpigeon Backdoor.Gpigeon
4
5
s

[#3] 2006 4€¥ o)A (Rising) 7 M7= =9

FZF Mg IE TOP 58 A¥EWA 457k 5 E A W7t AR A 393 ]
SHH kA ofobr]gh of=so], Aufoldlejet e frelrbs ZRIFS] WML F AS
T AUk 53] A 39 1AM RE of =901l AdWare Hbang7b 57t =9l 235
ot Iy oWl 49 FFIME AW 39 TFolA EFHo] YA
Trojan.DL. QQHelperﬂ 44 1572 FE 1918 AA s vk 4] 2 EskE gl
°f 1 EFS oloj7ba glvh. 71 9] F3b o EE TOP 50 £FHO Sl A= 59

5ol = thLZiOJ Z 259 W3 glo] 3€¥ FAR EEE BoFa 9l

El

4/
fo to ne

&2

=9 15 25 3F 4F
) Adware/Downloader | Adware/Downloader | Adware/Downloader | Adware/Downloader
.QQHjit.gen .QQHjit.gen .QQHjit.gen .QQHjit.gen
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5 Adware/Downloader | Adware/Downloader | Adware/Downloader | Adware/Downloader
.QQHelper.gen .QQHelper.gen .QQHelper.gen .QQHelper.gen

. Adware/Downloader | Adware/Downloader | Adware/Downloader | Adware/Downloader
.QQHres.gen .QQHres.gen .QQHelper.cb .QQHelper.gbh

A Adware/Downloader | Adware/Downloader | Adware/Downloader | Adware/Downloader
.QQHelper.cb .QQHres.gen .QQHres.gen .QQHelper.cb
Adware/Downloader | Adware/Downloader | Adware/Downloader | Adware/Downloader

0 .QQHjit.a .QQHjit.a .QQHelper.gb .QQHres.gen

[3£4] 2006 49 A JiangMin) 53t St IZE &9

ol
rg

Joi
il

Adware/Downloader.QQHelper2}

Adware/Downloader.QQHjit W& 50| AA|sFHA 557 FAE 258 FAS = A

o o

-

o

RHolFa1

=
F7

et

=4 €

GPIE EX

Oropper. Agent

[Z291] 20061 4¥ #Fo] A (Rising)2] °H4d

4

Trajan. 0L =mall

s RERAA ol gl F5

ofds= TOP 5% ol A

o] 2 &

skl o
4 S ST v A= S A=) T H

Trojan.DL.QQHelper< Trojan.DL.Agent¥® <A}3F 21.43% <X & AX|stxr Yo}, P =
T TOP 5ol 23] X3 7|ef St aE=e] g0l 27.69%A4 23.49%= 3+

B

g 44

Z5< 3¢

19] <l A

453}

Adware/Downloader.QQHres,

Trajan. OL. Agent

i=]
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H

17.49%0°l A

44

Copyright © AhnLab Inc,. All Rights Reserved.

T

Backdoor. Gpigeon

H

12.45%= 5%
+=9 W37 A" Dropper.Agentdho]

AjZo]l oA H= TOP 59l

7V,

= o
ST
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HkA el ot m= B I E Trojan.DL.QQHelperZ &l th& oA mcEo BE7F 7Ha F4
g Hola

Adware/Downloader. Q02
Hjit.gen

ET.C

Adware/Downloader. Q03
Hijit.a

Adware/Downloader. Q0

Helper.ch Adware/Downloader. Q0
Hres.gen

Adware/Downloader. Q0
| Helper.gen

[Z2™2] 20063 49 AW (JiangMin)e] A= #

B

ARSI Re) ot FE HE ¥ M= Adware/Downloader.QQHelper 2}
Adware/Downloader.QQHres, Adware/Downloader.QQHjite] Athek #3x F2joz 213
71} o ZEvA T 40.27%N A 23.35%= & o2 A4S QQ WAl A el o] 9l

Fel7bs ZR2aWELS AA dIE BIAM T7% 7HES AT AR ol 49 oF
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A
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oAtk ol s Fele] falsks ZRIaWS] ALBH A FAH o5& A 9
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20069 49 A A ods] wiaWdEEe] =HAS AA s Ak ww, FhAH AT
A4 FAC wEA 29 9(Wind2/Zafi.worm) ® & o] =9l AbebAoh

2¥zel 2006 49 A L ool wEY 19E odd  dxdle] 9 Wy
(Win32/Netsky.worm) 2.2 25709 o4 H&] <=HdE AA 3t Aok 2 9 yolx ¢ W
¥ (Win32/Nyxem.worm)®] @3] 395 A o). ol €2 20061 Zo I HHA
ARk gy A gel= Bazk Ao AT AEA A4 9L =dl X Dolebot) &2 7]E ¢
d IRCE9 FokH A5} 73 3 Md2re dupgr},

Ftam 2] A2l 20061 49 EA% waE vlolE ¢ WM& (Win32/Mytob.worm),
2~7}o] ¥ W (Win32/Netsky.worm), HEAC]E ¥ W (Win32/LovGate.worm) 5°] &
A4E AA s Yok BolstA Ax o= FHES AlE AR = Ay @ WYol

AR a8 Areka

>

Fta a7 AFae] 289 20061 49 HAF A3 BACC waEw 393 B4V A8 o
27 191+ =Y (Downloader) WM& 3 29+ A =8 AHE w7} LdPinch7} 24| 3l
t}. 1899 Exploit.HTML.CodeBaseExect ¢ AW E 7 T HFHS F33 Ho|x=
=9 A el AR ARl E W A ARRAF BEA A SES A st 9
ot o] WY Ul 58 2kl A AR F HERE g3 o] o] &Ha glon &=

M= o] Rl o] &HI UFS & F 3

AR

=efQl AAL A ool £ 20749 oM FE= T 10707F Al 5EE oA =0

U http://www.sophos.com/pressoffice/news/articles/2006/05/toptenapr06.html
IZ http://www.kaspersky.com/news?id=185639268
3 http://www.kaspersky.com/news?id=185639740

Copyright © AhnLab Inc,. All Rights Reserved. 29
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab
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Jo )= =902l Win-Trojan/SystEntry.32768.B° 9 Win-Trojan/Hotra®! o] 497z

' http://info.ahnlab.com/smart2u/virus_detail_4075.html
IZ http://info.ahnlab.com/smart2u/virus_detail_4086.html
3 http://info.ahnlab.com/smart2u/virus_detail_1096.html
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