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A=
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o4 eltt,
St g o EeAeld ok BF L A el dhslA Lohng

1) upload %|2Fd™

.php .ph 59 fileg YEE 3 F bindshellS 53] UYMW B3E 53 7ol
olg gt ~IAYEY} o] A= tHAEd A haAE sk

o}l x| (Apache) 274 A= o3 2o}

<DirectoryMatch ""/home/.*/data">

AddType application/x—httpd-php3-source .phps .php .ph .php3 .cgi .sh
.pl .html .htm .shtml .vbs .ins

AddType application/x—httpd-php-source .phps .php .ph .php3 .cgi .sh
.pl .html .htm .shtml .vbs .ins

<Files ~ ".«*W.ph$">
Order allow,deny
Deny from all
</Files>
</DirectoryMatch>

2) setup file =&
o}si}x] 9] httpd.confoll thg & F71ste] # =9 =, dolEuo]x Fo AAudo] »EFY

= wAE AHEE 3

AddType application/x-httpd-php .php .php3 .ph .inc

3) cl2lg2|, mlel 2l7}(Directory, File Permission)
g oZgAeld AR Al Directory 2 19 Fileo] R= A sl 27]dde] A& +=
d5-7F =Xt} nobodyE AlQgt A9 A7) Agh

2o 3l <17Hpermission)S FAAFSCH

o
2
Y
ol
K
=Oé
ot
iy
o
2
o
i)
rr
&

Ini¥y=:

L

Il
ook

4) shell Al &t 3 gl @ T

system(), passthru(), exec(), popen(), escapeshellemd(),” (Backticks) % fopen(),
include() & 5& A& 29, WEIEE E2Fe O '&SHOT{:"/ " WnWr & A 7] 38l

FE% oA
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5) HH ¥ Z=z<2(Buffer Overflow)
olgie} e FTH TFE ALES wl= Wy A7) FoetesE )
gets (),getenv(), strepy (), streat (), sprintf (),

fscanf (), scanf (), sscanf (), vscanf(),vsscanf (),

viscanf(),vsprintf (),realpath (), getopt (), getopt_long(),

getpass (), streadd (),strecpy (), strtrns ()
HEZo|WH beopy(), fgetsO, memcpy(), strncpy(), snprintf(), strccpy(), strcadd(),
vsnprintfO 2. = A A Al&SIE= 3o}

6) SQL Injection

A oAEYA AL BE Holgulo] 28t Aol ¥ A9-7F B
SQL Injection AF&x}e] dgo] Q3 o S 2

gat=  ZlYoelth. ol dig Ao EE AREAY Y¥eo]  Hed  FiE

O &GSHO "/ WnWwr &2l A WEIEEE ARSSEA] Rstes AlAsh= Aot

PHP®] AA35t4<l php.iniel A
Heks AshAlAiTh

allow_url_fopen = Off

rr

Here Zakshe §4dol EAAY. the f4E sl

magic_quotes_gpc = On

register_globals = Off

A ol A AbEE o] A= KorWeblog ¥ RE, AZRE HARES] FHoxo] &8}

o2, B AE 443K e ASAES FA BN ERES s,

> Me{akel Fofd I siZ WY

mod_php, mod_perl, mod_python 5& o}ulx] REZ AIHE Adoj7} &

lgets Eaol Fokdo] st ) AW Ahe wisty| A Hw, o]& o]&ste] AH|d
At 4= k. 29 d PHPS Remote Buffer Overflow F2Fdo] -2

o] HefHE olgate], § AME TAS= Zow Wojxth PHP WAS AAT Fol
http://www.php.net®] HAIM Ao 2 Wt=A] 22 2 &afoF 3},

71} 2% McAfee Antivirusolx LHA <=FglolB g9 Buffer Overflow® Symantec
Gateway Security A2 DNS Cache Poisoning # ¢F4d, Symantec Norton AntiVirusel] =
g F ok Aol Uk G A FHlo] Aol HEEte] HAFNAE ALAI7IH sjAo] 7t
55kt

)
>
r
(L
oy
BN
ol
o)
>
l-'EI
e
:Oll_’1
oY
ol
lo,
}_,
:.:
é
ok
.|_,
ol
o
N
do
_<|>L'
N
=
ol
N
e
2
r o
fz
r [*]
flo

S Al
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39 AAA ddIZE TFE oA WdE Ay v A (Mass Mailer)7} B2 4k
Hola Qe Aoz AT Z71E 3= FHoAE giiE vardyEe] 2 &
3 2rid dES e Yagto] go] @

39 g Fob dEe oIz FIy FHse g & EHLS yYxglo] ¢
(Win32/Netsky.worm)e] &2l &4t} wlolgl ¥ (Win32/Mytob.worm) W&ol gikw
Aol [ZH1]L dEo] [PAdA #AS3 39 g Fote] otz vx S g7 e

W Aol

700 KOOSO T, B EFEISOTIIBIEE A
D AB SO STNEIE > TV DSRS0
T, EE A

600
I WORM_NETSKY.P
500 B HTML_NETSKY.P
1 WORM_NETSKY.Q
400 1 WORM_NETSKY.D
W ORM MYT OB A
300 E WORM_LOVGATES
B WORM MYT OB.C
< [ WORM_NETSKY.Z
E—ORM_NETSKY.C
Lo B WORM NETSKY.B
5 T fh
52688 IJLILTD
S 8888 EBETEEE833
[231] P z=9 T/7-E e

[ 1ol A Yeld FAE dxagto] 99 oy WP Eo] Bo| it a glon 53] Y
7Fo] P(Win32/Netsky.P, V3 et Win32/Netsky.worm.29568)8 9] 79 tt& HI =3

Haste] whe we 4 MalE F3 Qe oz tedth vl ¢ Ed Bol
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A% @ 5 g Aol WEH s|zko] FI ob MPol BA & WA vhol

EE RN R B DEE R R D!
=]

SELE LS

20056 3¢ e wob oA THE wel gt FfE Y I EE ATl |
ot [3#1]2 ¥ IPA(www.ipa.co.jp)ollA] Hxst 39 ghd &<t Hda= 7 FA0
o ddd viziA R dzagte] fo] 7 B2 Y s VIFsta e s d 5 9
o},
Win32/Dos H}o]#] X w32 vlo] 2 AT YE ylo|g A
R A g3 AF GdI= g3 A GdI= 3 AF
Win32/Netsky 1,262 XM/Laroux 17 VBS/Redlof 62
Win32/Bagle 484 W97M/Ethan 4 VBS/Loveletter 16
Win32/Mydoom 399 Tristate 4 Wscript/Fortnight 8
Win32/Lovgate 292 XF/Sic 3 VBS/Soraci 3
Win32/Klez 249 X97M/Squared 2 VBS/Freelink 2
Win32/Zafi 192 W97M/Opey 1 VBS/Internal 2

(1]t 2= T3 AFHEAH D EIPA)

Foll= vhoA eFgront B 147A0% 39 AL
Ao A B e Fh vlelgh 92 20051 29 Tol Hx= WHE olF dA7A
ofe] Feje] WFo] MAHT 9le MdS T M= opgmrsolth WAl e I8
A7F Aol vl = 2

Aellont 39 g 48467 0% oF 16% B=7F S7HATh #Y 3 kel A2 Ml

27ko]l gel 7 da Ak ddel nla] oWl vield 4 T AEE warde st A

Y
r
i
)
A,
d
=
-0,
ft
e
lo,
o,
o

)
o
Y
>

DRo A opgme i) AR 7 wol olgd wAl: Wadeld 3
PYHEE FolA vlasdelst AAGE g g wu AR AHgR
M opgmme] FRE @450 dedl® RS faddeE B9
= el AR} ol gk dAle]

Aejetn ArE ae Agstel gdol @ 7
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5o B EAGY] WE 7 e 9% AFEAEY A5AA wgo] Aas.

79 A= @ as
2005 349 2005 249 20043 349
< 4,780 98.6% 4,111 99.1% 3,956 98.6%
gezs 2 0% 0 0% 12 0.3%
Q-] KA 2 0% 0 0% 15 0.4%
HES= 54 1.1% 39 0.9% 12 0.3%
71t 8 0.2% 0 0% 17 0.4%
[F2] == A A= B4
dE VEHI EYY F
[292]E 39 2 o9 YEYA EdY dgS g8 ekl Aotk TCP 135 £E$}
TCP 445 XE& o] &3 Egj¥o] vf$ W2 S & F v} dd LEELS &9 0S9
A AREEE XEEER AR tE AlARIRE Q1S5S AEete 2l #eEe] ALgHT 1
KeN

et obd ofel A

N A% mE

b AiAE A BAsta ok A AFEo] HEHE 95 fAYss g8
A 0S9] FHFHES o) &d MY LHIZSE TAANA A4S g5 § A= s
g 7HAAL 9l A5 ERelng Fo)7t Fasi.
30000
25000 0T O
W151168(TCP)
WEO(TCP)
20000 0 4899(TGP)
W 137(UDP)
15000 M 1025(TCP)
W1433(TCP)
10000 O22(TCP
O139(TCP>
T il W 445(TCP)
E135(TCP)

03/29
03/31
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(2) =2 A43IE S&

ol
ZEM AL - B E A2l (zhang95@ahnlab.com)

39 F% oaeol Be 193 290 o4 Wz A(Win32/Bagz.worm)e] 1915 #4
s gitk. elm el g B3 AFE kel 20 F TS AIE (o] 3k CNCVERC)S 39 o}A
FE TOP 5ol A& obdmE 2717 w940 Adaaith. 19 396l ojme oz

7F =919l AdE sleA 2ol A2 BAEHEA A eSS sha)

oty s= TOP 5
<9 95 | <4 Rising
- 1 TrojanDroper.Worm.Bagz
- 2 Backdoor.Rbot
New 3 Worm.MSN.Bropia
l 1 4 Worm.Agobot
New 5 Trojan.Win32.StartPage

[3£1] 20051 349 Rising ¢} 3Z= TOP 5

o AW 9, New' - E=90 AR A, - w9 AL - £9

<9 A3t <9 CNCVERC
- 1 Worm_Netsky.D
New 2 Worm_AgoBot
New 3 Worm_Bropia.F
I 1 4 Worm_Bbeagle.J

[322] 2005d 3<¥ CNCVERC ¢4 == TOP 4

C- EAME GS New' - @9 AR AY, V- 29 FE, L -

}_

ol
1B

_CH

Hx

(113 [F2]= 5= 94 A9 o] A (Rising)¥ CNCVERCY] ¢4 == TOP 5°|t}. %
A 2ol o] TOP 54-E Auivhd A= otdas 2310 AFA =9 7I5HAT 1¢
o] Hx 543 HEyol ¢(Win32/Bropia.worm)o]l 392 7]EH ATt eyt QQ w4l
Aebe 28 AN e A4S wol AREShE FolA MSN WAIA = A9E = B
guo} 9] g0l HrtE AL Eojdow EAMHTH 598 7|2 2EEH o] X (Win-
Trojan/StartPage)~= 3¢Y o|# Tt ZbelE Row BAN9R T 39
of 2= =rjo] &9l Y 2

3}
LT 3ol o2 A e RkARl &9 WETE AdTh =9 WSk gl fAHA ofaL

QU
1o
BN
al
X
2
K
o

O
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S (Win32/AgoBot.worm)¥} HZ3|o} o] 9o AFA FALJT. F 3= TOP
o]

5
of =& HlusjRd FalelA obd X3} BRujol o] AWl FAEo] w2 As

<9 1= 25 3F 45
1 TrojanDroper. TrojanDroper.Wor TrojanDroper.Wo | TrojanDroper.Wo
Worm.Bagz m.Bagz rm.Bagz rm.Bagz
2 Backdoor.PcSh | Worm.MSN.Bropia Backdoor.Rbot Backdoor.Rbot
are.2005.a
3 Backdoor.Rbot Backdoor.Rbot Worm.LovGate Trojan.Win32.Sta
rtPage
4 Backdoor.Netbo | Worm.Agobot BackDoor.SdBot Backdoor.Agobot
t
5 Worm.Agobot Backdoor.Huigezi Trojan.PSW.QQP | BackDoor.SdBot
ass
[3£3] 2005 3¢ Rising 7 dAFE &9
T e 9 WEE AR 45 et Wz o] 1915 AAEAL e AS F &
T e oy X ids A «od Wel £ dn. AEEdo)A= 39 viA Y F
o F3b el FAE e TOP 59k & v B2 749 Bavk e Aoz &
A 2 =dolst sfeldol gl A A
=

m11% m % TrojanDroper.Worm.Bagz
o mEackdoor.Bhot
oY% m Worm MSMN. Bropia
m 35 Worm, Agobot
B Trojan.Wwin3z2, StartPage
m|E

m 2455

[Z131] 20059 3¥ T2 IAF= B

R

39 F% oMY RIS AviBod AAle] Awe] 2F R At 48%F W= Yol 1
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At Qo] Wz gol F= WAHE obAE B 7Y

(o]
=
oF 2 gl obgd Bt WEQl &I ofarfto]l 747t 11%%

gt A A EEo A tha 7t AR moroh elal AA EEE Wl 245
= AAsta gl 7l diFae] ERolEvE geoln Jivje] pdsE FAGe R
A 2 AeR PR s fdsEso] wol A% e s 4 glnh TEy
z ol AAL 48%E AAstal 9= Ao Hop gk wiz o] Spite] x&d A
= HATh
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(3) M d&4RE =&
ZEMXE - RPAIAM Folod 72l (jackycha@ahnlab.com)

o

2005 1€, 299 o] 3¥olm £Hel= F st (it oHd3] Ay

(Win32/Zafi.worm) W&, Ylx7te]  @9(Win32/Netsky.worm) W&, wlol&w

(Win32/MyDoom.worm) ¥3 5ol tii&e +& 2Xstar Attt Ay @2 ofr]o} X
04 B <

Zd ®Havtk =i 9l

12 oo

koAl ) Ravh AR =2 A4 ¥ (Win32/Sasser.worm.15872)0] th& A & of A
v =9 E4 X3 A% Syt A4 92 94 HA @S XS 2000 ov XS
XP oA #AAHERE ol oJHds] HAE sHA &2 A xFo] B2 3ow Bt &4

S gtm AR TG AR T o FF A xFo] AX e Wt e ER AL
A

Pl 94T MR ¥o8E ARA0E 49 Bt 58 % Qo

o

oo
N
2
i
-
0l
jal*
>~

AN

39L& mlolgt 9 W1 (Win32/Mytob.worm)o] Al 533 AMEAE Y FRARF WY F 3

yutk Ay A7) A (Kaspersky Lab) Top 20004 4915 21X 3t}

MEe YIEsE SRS FE ol AAY #9 FRE FED A% A0 wr)
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V. O|=te] ASEC HE - mNoj o2 ‘ma)’ ;ped & CtE ol THII}?

MR HEE FAAF R (intexp@ahnlab.com)

5179 (Phishing) & AR e AF QYA FROR AR A hrEv] Az 1t 9
do shub x9 W] g dEdel gFse B A AeRE £G4 919
of wmZHo] Falel taol fE Aolth ol e WAL sAshgol HHHAU aoﬂ e
ZIEAE UG &} 1T Asete] FAG
B N

[ 1]L& <tE) 9 917 15 (Anti-Phishing Working Group)ol A 233t x5 2 A Alo]
E7F Awbdow FEd SUFAE e e AS & 7 Ak 296 EEE B
n=E HAA 94 T F8713s Yo R & 3lo] oF 80% 7ol HW 6-7/¢ 54 HA
=5 A e Blo] 80% ool E whE dAle 54 HA=e] Fg7|do] F 53R o]

wal o

=

Active Repored Phishing Sites by Week Movember 2004-February 2005

1000

Mumber of Sites

1162004
11A32004
11 B Rma
112204

1202004
[ELRYAE
12harna
12250004

102005
1 RS

1A 52005

11222005

1 232005

252005

MRS

2H9R2005

21232005

Weaek Ending

[Z§11] 2004 11¥ ~ 20054 29 Apole] Haryl 37 Apo]E Fo]

a4 FEe 2Aes vs wRsAan gled AREAE oS THAA Retes fHolAE

RPN Eeii s 7]‘ﬂ4(Social Engineering)o] &?

QAL E14S BN WEOR Al HelE olgst Yol
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ey @A el U@ 42w olsls thed 2o o fz whe] uxt o] AF
%

A, DNSe ®Hz7F gA o]#HA 7] &= Ao|t}. ISP(Internet Service Provider)el A
93 DNS AW 2 715l f1xg DNS AW & a3 Qlzetz Q12 so] Fe|xa
7] witolth. aRtE Y DNS AHE 9 WXxst7ist g4 &S Ao, vkef 34 o]
It} stedk o]egh g g, TAhPAANA =P DNS AHE U7 g =o] H

+ He o8 Aot

it

2
o
kv
B
L
&
I
~
4

o
of Fg wA7] wEe Wz Aol & XA E Ao

T eng v gAAEo] H}d o3 WHOoRAA HHE
£ @ 2

1535t o ARJII) oAl " ayEuE ERolHulel e oMgar g o]g3t g
OoJAES] T 2E I} WMFE H= DNS A4 T4 WA 5 AgHAQl o] &o] & Aolrth

A, 94 FAAES] FAR|FEERODS Aztel B 4 v 9 ¥AS AA 3d
oA B DNS HxE T3 4o ¥ F = 7HAE LS BA &S 4 §loh DNS
HMEE eMe T4 g B2 A4S a2 313 i olAS Fd3tr] 9

hul

o
AZEA Hg VEH e o] Fashd "vh £
5

1=
69 ol AA grhs He B FYPo R

FES THAEE AYTAS i 714 A9 ook oo EAst
B AlEES] Bt AEVIE B #7] wiEel $4 R DNS ®Wxu Zefeld
E 7|9 E2E v w7 2 DNS A4 WA 2L FHE 24T stsAel wrh A

A0 ARG The e EAEHAT o)A W We® o]

= [}
£5)7) wrps Aok FujolA ZejoldES e @ %Y g0 o]Hd Aow B

e WE S 8TeE 94 AoER Addth oA A AFE Y P
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FoR Y5e A FE2 4l O o

S s Aol opviz Fgrlne wul
e A €k,

[-40

EA v154 and MasterCard Protection Program -0 x|

- How Verfied By Viga Woaorks:————— 1~ How MagzterCard SecureCode Works:
{ernified by Viza protects your existing Viza ki azterCard SecureCode enhances your
card with-a password pou create, giving current MasterCard account with a secret
yaL azsurance that anly pou can Use your code to pratect against unauthonzed Use
"iza card online. of wour card when pau shop:at

; participating merchants.
Simply activate your card and create your
perzonal pazsword. Youll get the added
confidence that your Wiza card iz zafe
wihen you shop at participating online
stares.

Fleaze select below which AT M Card(z] to protect

¥ Activate Wiza ATM Card Frotection ™ Activate Mastercard ATM Card Pratection

e WESA ecureLod:

[192] E2ol v} st=d 3hW

& hosts - Notepad N (=]
File Edit Format Help

W Copyright (<) 1993-1999 microsoft Corp. =]
E

# This 15 a sample HGZSTS file used by Microsoft TCP/IF for windows.

3

# This file contains the mappings of IP addresses to host names. Each

# entr¥ should be kept on an individual T1ine. The IP address should

# be placed in the first column followed bg the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

#* Add"lt"luna'l'lﬁr, comments (such as these) may be inserted on individual

# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

-

# 102, 54.94.97 rhino.acme. com # source serwver

# 38.25.83.10 ®.acme, com # x client host

127.0.0.1 localhost

66.242.132.195 werifiedbywisa.visa.com

66.242.132.195 securecode.mastercard.com

4] H

(193] E2olBv} o] EAE 3 P 54

-

AT Al E oln] #HHEo] HED = glout A A5 A} o] vido] ERojHu}
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S} AgEel AT 5ol 0 wope At

A g wAsE 9t /1% Astel w9y i okl ole] ek A Eol
o AEAEY BRE Huete] Avh} FasAm QA melFw vk A4
o sde ddozRH Y AAES HEsE el AESWAA FA EA

H
of A=Al Hedntel sy & givh. 22| Wl Ay g ¥

o|\

] & S| &o T ZE A I
AL [SP T ZF AujAgdd 452 DNS 2 7|e} A|A~EE9] obHE S9do] dg F7o]
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