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- Microsoft Windows XP, Microsoft Windows XP 48] 2 ]
- Microsoft Windows XP 64-Bit Edition 48] 2 1
- Microsoft Windows XP 64-Bit Edition Version 2003
- Microsoft Windows Server™ 2003
- Microsoft Windows Server 2003 64-Bit Edition
- Microsoft Office XP, 2003
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- Microsoft Visual Studio .NET 2002, 2003
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- 2004 69 23¢ A
- Hd ZAIQl: service@usbank.com (7H# HAFE L)

- WY A& Notification of US Bank Internet Banking

a http:,.-",.-"www.antiphishing.org,.-"phishing_arl:hive,.-"l]'.'—23—l]4_U5_Bank_(Notification_of_US_Bank_Ih _ ||:|| ll
File Edit Wiew Favorites Tools Help | :;'
Q-O0-NMRAGPLPHF@B |- LEB-UR

Address I@ httpe: /v, antiphishing. or gfphishing_archive07-23-04_US_Bank_{Motification_of _US_Bank_Internet_Banking)_Message, html j Go

s
@bank Customer Service Contact Us Locations

i e Sv oo (52)

Internet Banking

Diear Gail,

“We recently reviewed your account, and suspect that your 173, Bank account may have been accessed by an unauthonized third
patty.

Protecting the security of your account and of the 7.3 Bank network is our primary concern.

Therefore, as a preventative measure, we have temporarily limited access to sensitive T3, Bank account features.

Please click the link below and follow steps for verfication proces in order to regain access to your account:

https: M. ushank. comdinternetBanking/RequestRouter?reguest Cmdld=DisplayloginPage

For more information about how to protect your account, please wisit 7.3, Bank Security Center.

We apologize for any inconvenience this may cause, and apreciate your assistance in helping us maintain the integrity of the entire
1.5 Bank system.

Thank you for your prompt attention to this matter,

=
4| | B

|@ htkps v .usbank, comyinternetBanking/RequestRouter FrequestCmdld=DisplayLoginPage ’_ ’@ ’_ |° Internet A

[Z1¥1] US.BankE AFH 3 I dd

D

X0,
5 o

Hdo HTMLE £33ste] U.S.BankE A st U.S.Bankel| Z123%2 94st
A

al
A7 sl URLY O vl-2AME =S 45 e+ www.usbank.come] U}
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A =gk 21 A 29 45 Z}a} 23 HEJavaScript) & A}-g-3}od
http://www.usbankdate.com/dll 2<% A ®th. ©] www.usbankdate.com =w|¢le 4]

U.S.Bank Ato]Egb= A8 Fasty vl52gh o]Fo]7] witel] AHgA= &7 dvh

NE
g2 Ul Al APl AR Bz 17 fdE AlEo] “Citibank: official information’ <2
‘CitiBank: Urgent Security Notification’2.2 o] 9o} AJg&8oA Bl FX 2 AA
78l vk sH &= https://web.da-us.citibank.com®] FTAZ HESHE AT FolX

AR AEEE Far ge a0

()

} B2 : Citibank: official information - Microsoft Internet Explorer -0l =|
EAALT Citibank: official infarmation []

ACLERAT  [compress GIFE.1KE

citi

Dear CitiBank customer,

Recently there have been a large number of identity theft attempts targeting CitiBank
customers. In order to safeguard your account, we require that you confinm your
banking details. N

This process is mandatory, and if not completed within the nearest time your account
may be subject to temporary suspension.

To securely confirm your Citibank account details please go to:

https:fifweb. da-us. citibank. comfsignindscripts/loginfuser_setup jsp

Thank you for your prompt attention to this matter and thank you for using CitiBankl

Citi® Identity Theft Solutions

Do not reply to this email as it is an unmonitored alias
A member of citigroup

Copyright © 2004 Citicarp =
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, Al ¢t dlolEl el Aol 8 il Checksum®] 7Fetdl FZE o] Fojx] g)

1m iy
=4

g

32 hils l-I

Warsion IHL | Typa-cl-senaca Tatal length
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Source port Dastination part

Saquance mumber

Akl pdgment numbar

[iata offset

Fesarved| Flags Wiredow

Checksurn Lirgeen® pasiriesr

Ciptiang {+ paddding)

[iata {wariakle)
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Protocol (UDP)
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0e 01
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08 00 EFS] @ IP (0x0800)
IP(Internet 45 [P WA slde] (bit & MAS e
Protocol) 3, YA 4bit & 3y dolE ERIthH
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d3 e9 3b 53 [Pv4 S84 F4
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UDP(User 10 39 UDP ZREZF &4 X E 1533
Datagram Protocol) | 05 9a UDP T2 EZFo] HAX ¥E :1434

01 80 UDP #o] : 386 bytes
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[E1] € & 23 2222l v

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.




CASE STUDY 1
RPC DCOM' # <}4
ool Ip F
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DoS(Distributed Denial of Service) &2 <

A 3}¥ = Win32/Blaster.worm.6176(0] 3}
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e 2~ F
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, B2 ARP(Address Resolution Protocol) E
M) Armeolw [1d4]eh
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{@ blaster_a.cap - Ethereal _ O x|
File Edit ‘ew Go Capture Analyze Statistics Help
_n —
DBl RS Res DT L QAQQ PHEX O
@Eilter: “ ﬂ # Expression... | %Qear V Epply|
Destination 1 ﬂ
5 13:31:32. 5 111.11. ! :
6 13:31:32. 111. 137.168.50.30 TCPR 1351 » http [SYW] Seg= 0 Ack=0 Win-16384 Len=0
7 13:31:32. 111, Broadcast ARP who has 111.11.23.447 Tell 111.11.0.1
8 13:31:32. 7111, 111.11.0.1 TCP 1054 » Epmap [SYN] Seq 0 Ack=0 win=64240 Len=0 MsS=
9 13:31:32. 3111, Broadcast ARP who has 111.11.0.27 Tell 111.11.0.10 ]
10 13:31:32. 5111, Broadcast ARP who has 111.11.0.3? Tell 111.11.0.10 ]
11 13:31:32. 111. Ercadcast ARP whe has 111.11.0.47 Tell 111.11.0.10 :
12 13:31:32. o111, Broadcast ARP who has 111.11.0.57 Tell 111.11.0.10 ]
13 13:31:32. 111. Broadcast ARP who has 111.11.0.67 Tell 111.11.0.10 ]
14 13:31:32. 111. Ercadcast ARP who has 111.11.0.77 Tell 111.11.0.10 1
15 13:31:32. Z111. Broadcast ARP who has 111.11.0.87 Tell 111.11.0.10 ]
1A 13-31-37 111 Rroardcast ARP whr has 111 11 n 67 7211 111 11 1 1n ﬂ
] | 0|
I Frame 4 (77 bytes on wire, 77 bytes captured) =
> Ethernet II, Src: 00:01:07:958:d1:6a, Dst: 00:04:75:96:57:87
IF Internet Protocoel, Src Addr: 111.11.0.10 ¢111.11.0.10), Dst Addr: 192.168.50.30 ({192.168.50.300
| User Datagram Protocol, Src Port: 1053 (1053}, Dst Port: domain (53D
= Domain Mame System (guery)
Transaction ID: 0x000d
I Flags: 0x0100 (Standard query}
Quastions: 1
Answer RRs: 0O
Authority RRs: 0 Ad|
0000 00 04 75 96 57 e/ 00 01 02 98 d1 6a 08 00 45 00 [T J..E
0010 00 3f 02 28 00 00 80 11 00 00 &f Obh 00 0a <0 ag A U
0020 32 1e 04 1d 00 35 00 2h 82 8c 00 0d 01 00 00 01 R I
0030 OO0 00 00 00 00 Q0 Od 77 69 6e 64 6F 77 73 75 70  ....... w indowsup
0040 /4 &1 74 65 03 63 A &d 00 00 01 00 01 date.com .....

|F\|E: blaster_a.cap 5149 KB 00:05:17

[Z1¥4]

BojzE gl =S

i[P: 70323 D: 70323 M: O

24 A%

' ASEC Advisory : Microsoft RPC ¥ QHWZZ$- oy
http://info.ahnlab.com/securityinfo/info_view.jsp?seq=4601
% http://info.ahnlab.com/smart2u/virus_detail_1202.html
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Loy 99 AuE fste] TCP 135M o2 SYN 7S A%sis, [2H5]9} o] )
20 PPS AE= RS fFtst f7le] 5EA4ZA A2 P 34 Checksume] 0x00002.
2 Ao drh. F, o]AL deojH o=z HFlo] 2AHJTE AS & T Urh

{@ Ethereal 10 Graphs: blaster_a_135.cap O] x|
— S0
— 25
200s 2505
Kl [+
riaraphs e Bxis
éGraph 1 Colar @Eilter: I Style:  Line [ v | | Tickinkerval: 1 sec I =
" . FY
Graph 2 |C|:|I|:|r @Eilter: I Stwle:  Line [ S Pixels per tick: : I i
IGraph 3 Calor @Eilter: Itcp.dstpu:urt == 135 Style:  FEar [ =1 ey Ais
Linit: PacketsTick | =
@raph 4 | Color @Eilter: I Style:  Line [: n LICI'
o ||| 5cale: Auko I -
araph 5 | Color @Eilter: I Stwle:  Line [v _

X Close |

[195] Eg~E ¥ TCP/135 E#E = 3t4

CASE STUDY 2

Bl ~E 43 w72 RPC DCOM  HIFHE o] &3l A uE =
Win32/Welchia.worm.10240(¢]8}  €xjo} €)' & [CMP(nternet Control Message
Protocol) #§Z13} ARP #7l Aol FrelxA verdrh. ICMP #§% EFS) 8¥<2l Echo
Requests A&Fst™ HAAE A2®H [PE 7|+o=2 B 224 F42E 2440 = C 29~

Yol 1P F7hA71E A% ARE Agetal Bk

FEHE A3 ghel s 27hs

rr

[Z2-6]13 [ZHT7]eA Bol= A} Zo] HAA F4

o7l Aol o] fA A gt

! http://info.ahnlab.com/smart2u/virus_detail_1206.html
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Mo, - Tirne: Source Destination | Protocol | Info

9 10:57:45.4994: 111.11.0.10 Eroadcast ARP who has 111.11.0.37 Tell 111.11.0.10
L5091 111.11.0.10 Eroadcast ARP who has 111.11.0.47 Tell 111.11.0.10
L5150 111.11.0.10 Eroadcast ARP who has 111.11.0.57 Tell 111.11.0.10
.52540 111.11.0.10 Eroadcast ARP who has 111.11.0.67 Tell 111.11.0.10
.53922111.11.0.10 Broadcast ARP who has 111.11.0.77 Tell 111.11.0.10
.54517 111.11.0.10 Eroadcast ARP whe L0087 Tell 111.11.0.10

.55954 111.11.0. Broadcast ARP .0, o
0. 10 T as 0. 177 8 010
17 10:5?:48.5898; 111.11.0.10 Eroadcast ARP who has 111.11.0.127 Tell 111.11.0.10
18 10:57:48.5994% 111.11.0.10 Broadcast ARP who has 111.11.0.137 Tell 111.11.0.10
19 10:57:48.6094: 111.11.0.10 Eroadcast ARP who has 111.11.0.3147  Tell 111.11.0.10
200 10:57:48.619%9¢ 111.11.0.10 Eroadcast ARP who has 111.11.0.157 Tell 111.11.0.10
21 10:57:48.625931 111.11.0.10 Broadcast ARP who has 111.11.0.167 Tell 111.11.0.10
22 10:57:48.6393¢ 111.11.0.10 Eroadcast ARP who has 111.11.0.177  Tell 111.11.0.10
23 10:57:48.65957 111.11.0.10 Broadcast ARP who has 111.11.0.187 Tell 111.11.0.10
24 10:57:48.66128 111.11.0.10 Eroadcast ARP who has 111.11.0.15%7 Tell 111.11.0.10
25 10:57:48.66948 111.11.0.10 Eroadcast ARP who has 111.11.0.207 Tell 111.11.0.10

[C196] dX]o} €< ARP EYT

Mo, - |Time ISource IDestination |Protoco| |Info
BY55E 11T sad.eget IITL I U I IIT. 5. 17 11T ICMH ECho (ping) request
69559 11:10:4%,5027( 111.11.0.10 111.8.17.111 ICMP Eche (ping) reqguest
69560 11:10:4%,5131¢ 111.11.0.10 111.8.17.112 ICMP Eche (ping) reqguest
69561 11: 9.5228f 111.11.0.10 111.8.17.113 ICMP  Echo (ping) reguest
69562 11: 9.5327F111.11.0.10 111.8.17.114 ICMP  Echo (ping) reguest
69563 11: 9.94322 111.11.0.10 111.8.17.115 ICMP Echo (ping) reguest
69564 11:10:49.95327 111.11.0.10 111.8.17.116 ICMP Echo (ping) reqguest
B9565 11: 499628 111.11.0.10 111.8.17.117 ICMP Echo (ping) requast
B9566 11: 49 9732° 111.11.0.10 111.8.17.11%8 ICMP Echo (ping) requast
B9567 11: 49 .9829¢ 111.11.0.10 111.8.17.119 ICMP Echo (ping) requast
B9568 11: 49.99287 111.11.0.10 111.8.17.120 ICMP Echo (ping) request
B9569 11:10:50.00327 111.11.0.10 111.8.17.121 ICMP Echo (ping)} request
69570 11: 50.0179¢ 111.11.0.10 111.8.17.122 ICMP Echo {ping) request
69571 11: 50.02297 111.11.0.10 111.8.17.123 ICMP Eche {ping)} request
69572 11: 50,0333 111.11.0.10 111.8.17.124 ICMP Eche {ping)} request
69573 11: 50.04306 111.11.0.10 111.8.17.125 ICMP Eche {ping)} reguest
69574 11: 50.05292 111.11.0.10 111.8.17.126 ICMP Eche {ping)} reguest
GGETFE A4 . Cr Ae22° 441 11 n 1n 141 @ 17 1727 TMn Crha {fnina’ raminct

[187] dX]o} P<f ICMP E

1

ICMP %2 9210l E(bytes)E | E &S A3t 6410l E(bytes) HoJE A

[Z298]3 o] dHlolE] W& ‘aa” = EF ¢ 9}3&1, BAR] e A what
& WAdn. ARPSF ICMP #7le] ¢ 100PPS A= uebdth [Z1H9]
1022 st} £F42 ARP Ed¥ S &4 ICMP E#¥g BojFa it

=

J000 00 04 75 96 57 &7 00 01 02 98 dl Ga 05 00 45

010 00 GBc Bb 74 00 00 B0 01 48 d& &6f Ob 00 0a & OB
020 24 aa

030
040
050
J0a0

(298] dxlo} @o] A

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

{& Ethereal 10 Graphs: welchia_10240.cap - |I:I|5|
— 1000
— S00
T | T T I:I
S00s 1000s
4] [+
Graphs % Buis
Graph 1 [Color {17 Filter: || Style: Line | = |  Tickinterval: 10sec | 3
. . Fy
Graph 2 | Color @Eilter: | Stwle:  Line = Pixels per tick: 5 |-
Graph 3 @ Filker: | Stwle:  Line > | axis
, Linit: Packets|Tick | =
iGraph #: Calar @Eilter: |IEI'|'||:I Stwle:  FBar = & acketsfTick | =
o | | Scale: ALt =
Graph 5 @ Eilker: |ar|:| Stwle:  Line - _—

X Close

[1969] dX]o} @] ARP, ICMP E#j¥ 1=

CASE STUDY 3

theksl sgzte] ARDYS Ed HIEE Win32/Bagle.worm.Z(0]3} #lo|Z7Z €)'
TCP 25¥12 Wd EHS F7HAZITE A o] fo] ALgsts ZZEFLS DNS, SMTP,
HTTPo]# Z7] HTTP Egi=e] vefuA €k TCP7F 96%, HTTP 36%, SMTP 43% %
T9 HFE At P &t &l Checksume <0x0000° ZHoeZ nAEo] glon,
TCP 319 Checksum S4F24] ¢ #hs 7HA7]% gt}

! http://info.ahnlab.com/smart2u/virus_detail_1376.html
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> Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tive: 128
Protocel: TCP {0x06)
Header checksum: 0x0000 (incorrect, should he Ox&haZ)
Source: 111.11.0.10 {111.11.0.10)
Destination: 192.168.50.30 (1%92.168.50.30)

= Transmission Control Protocol, Src Port: 3249 (3249), Dst Port: http (80), Seq: 1, ack: 1, Len: 52

Source port: 3249 (3249)
Destination port: http {800

Sequance number: 1 {relative seguence numbar)
[Mext sequence number: 93 {relative seguence number}]
Acknowledgement number: 1 {relative ack number)

Header Tlength: 20 bytes
> Flags: 0Ox0018 {PSH, ACK)
Window size: 64240

52 (dncorrect, should be Ox

[ZH10] Wle]2.Z o] st HTTPY 37 AR

HTTP A& Aol Hdl 200PPS A =714 Yl SMTP+ o 400PPS7HA] B =3t
(2P 11]AE 3R 25 AA 9 HTTP, SMTPE 374 Yeld o=z of7)A ATk 4
Aok dE2A B = 9

{& Ethereal 10 Graphs: bagle_2.cap

_I—I—I—I—|—I—I—I—I—|—I—I—I—

S0s 100s
] I
TR Az
@Eilter: I Style: Line [ = ||| Tickinterval: 1 sec [ =
. . F
Graph 2 Color @Eilter: Ihttp Style: FBar [: Pixels per tick: 5 [v
Graph 3 Color @Eilter: Ismtp Style: FEiar [: Y Axis
« ||| Urit: Packets|Tick |
Graph 4 Calor @Eilter: I Style: Line [ - ! L‘C['
Scale: Auto [ =
Graph 5 | Calor @Eilter: I Skyle: Ling [ = _—

XK dose |

[ZH11] Wle]2.Z €] A EdY

+ 12, CASE STUDY®E <133 99 Ev)

B A7k HAE Rk -

i)

FEl= gl wep depd o qleme A
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e
124 33l AR WEND Edg BA9 FuRH Agste] 3 £ZEd] Fo sh
1

1 HEAD B 24 59 olddds ol8sto] #sf EEe BAFE Z47b9 W

o

i

o
O

2 grobmgith. oyl Al WEZe] ohYIES g YA Edso] st
$, EAZ A5 o gA Fulsha Agstelol i BAS slolE qAS
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