ASEC Report 8&

| 88 o=z Il Top 10 3
. 88 = 4T UMz UH S 8
. 8¥ &l Hokx A 13
Iv. 88 = msf =& 16
V. 8% &= Ilafl =& 18
VI. HIYZE ZH |- Anto(¥of /&t opE 21
VI. HIAYZE ™ I- 7l EciEHe| EX[} Trct 26
ot iAo A|F2lE| SHE (Ahnlab Security E-response Center)= M=
= gl Hole|HozBE TMS oM X|F|7| fI5t0] HIO|H AL} Hot M2}t

?15t0f Hiol2{aet AlFE[E|2] SotE

= FEsAF Lo ASECOHAM =L ol E ekt

~
o

® ASEC Report
2004. 9

Dof|A 2o of
=2

oy
£ ojg R0t}



A AhnlLab

SUMMARY

222 olef sge AMTER ol
2tA3k T AT EAl ol A

[ |
|t ZHAATtE Mass Mailer ofl 2| st |3

M3lgion, ols YEn ZRT olEIN e ZES 29ich 8ol MOl LHE Al
Z(wa maho| Mus oz Zasts EME Hols sbed, EzolZolg S5 clead

(Downloader)7} cf
8gloll= 1702l MS |k

o}
XP M| AT 2= & obx

1
ol
2\
3
rir
Am
ox
o
o
52
ful

ol
o
Fn
-0

Me|a® 27t waEdct £

2l
ool = JHRlHE REX 0 EHY, A& AAZ 28 ZI|HOIX| 1 32 &
o2 2 AEASAl Hei otd wsHE sl U=

2ol oio| Mt ntE, 22|
HIEAAHC FollEcfEHo| Xt HEhS SH7| 2gh wol| tisl HIUZE ZHolAM A

i B0z

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

&9 R AN Zihy %

1 - Win32/Netsky.worm.29568 1,367 | 18.8%
2 - Win32/Netsky.worm.17424 719 9.9%
3 - Win32/Dumaru.worm.9234 626 8.6%
4 - Win32/Netsky.worm.28008 621 8.5%
5 - Win32/Netsky.worm.17920 467 6.4%
6 - Win32/Bagle.worm.Z 351 4.8%
7 - Win32/Netsky.worm.22016 326 4.5%
8 21 Win32/Netsky.worm.16896.B 207 2.8%
9 17 | Win32/Sasser.worm.15872 190 2.6%
10 20 | Win32/Netsky.worm.25352 156 2.1%
7] EF 2,254 | 30.9%

& Al 7,284 | 100%

gd I =  FEgsdFe  AY g ge  #Y FIE HAHAY +
Win32/Netsky.worm.29568(¢] 3} ¥l ~7}0].29568 ¥)o HajdAE Q3] Adtzel 713 3
a2 7F wroblth, shARE of¥l @ A kY] vl H]T WdS o] &8st H3E = Mass
Mailerell ©g zlo] wolrh. o9 & ZA¥E whYdshx 849 oHdz= I3 Top 10 F 97
o] A& 7Y Ay H=E=E AEston, 1 F Win32/Netsky.worm(e] s} Yl=71o] ¢9)9]
AL Top 10 Bl2=EolA 748 Ax|star vt 3974 Hx 2dd Yxvte] €2 A7t
T oY RS T W B HAoH, o3t FA= A AHEAEY Al

[
gl B2 JaE 43 Win32/Yaha.worm(olal okt €)3} Ak =212} aplth

w98 ofHdEE Top 10914 AmS meE HFHMS04-011) 1 & g
Win32/Sasser. Worm(/‘ﬂf\ﬂ o] £ AE&FH o7 EFEE AOo=E Hol Axg H F

=] — Fu
el mEHol = AREAR Al2Fo] s A EATE dg vk

gde] oY= Top 10 =x= YeERHW [-1]9 2o

! http://www.microsoft.com/technet/security/bulletin/MS04-011.mspx

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

otMIE Top 10

O Win32/Netsky.worm.29568
B Win32/Netsky.worm.17424
OWin32/Dumaru.worm.9234
O Win32/Netsky.worm.28008
B Win32/Netsky.worm.17920
OWwin32/Bagle.worm.Z

B Win32/Netsky.worm.22016
OWin32/Netsky.worm.16896.B
B Win32/Sasser.worm.15872

B Win32/Netsky.worm.25352

07| et

[291] 2004 8¢ ot 5= Top 10

Jaltt)

A9 Mass Mailere= 729 WA At AF &9 o] FapiEd oz wkgro] AlH
Adan B UENA EgEs BAse 540 Aoy, #Htol Mass Maileres

=4 A
Pl B4 2 WAe BEaE fH0] Wol AEA D VENT B AT A2

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



An AhnLab

2
H
0F
It

10%

o
O4 ELA(F24A)

90%

—_

=7} ol et Ashguel drkest ol UL ol gstglen, o

s =
= APy vzgk g R FF Z 2159 Mass Mailerdl] 23 J&|7 A3 =&

1000
900
800
700
600
500
400
300
200
100

18 28 3% 43 52 6¥ 78 8

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



An AhnLab

A=

il
™

0

X

A

o

[2H3] 2004 €8 ¥

el

B

S

b

2 gasiglen, Heol 89 #7

g e

)‘o]‘

]

=3o

94

¢}

Win32/IRCBot.worm

P
B

[Z14]9F 2

w0

o
=
o

El
ul

X0
ol
I
w80

o

A

m
B3z

OE=zo0| =0}

60%

[Z174] 2004

flom vloles fEe

o 42 AAs

2
=4

& 4 stk

o

o

"

6

Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.

Copyright © AhnLab Inc,. All Rights Reserved.



An AhnLab

191%1% 19
4% 1%
2%
21% \

20044 8 oty =

68%

M [> o |m oo

[> o U R
H o 4 ©

Hn

EO0EOO@EO

I
[m

O3z
W0 =9 of

m & o
e

]
-—

[Z195] 20043 84 ofds= #93 s

Copyright © AhnLab Inc,. All Rights Reserved.

Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

89 3 Fol HeE AF0AY) JAF=e] AS= [#1], (29113 2

2| E=Z20| | EEY |ATRE| Ty 2| =A = 32 |RE/ztd |of=fof| A
358 87 9 8 0 0 0 0 0 0 462
[31] 2004 8€ &Y 4F (M8) ddz= HAd3}
20044 88 MEBE(HY) dMHIE S E
0%0%
2%29 oz
0%
0%
19% o
OEZ0|
O=EgH
OA3gE
[ piest]
ozlsa
mRE
gojaz
mEE/ /ol
WOl =40
77%
[Z191] 2004 8€ AF Jddz= HAHS}
89 AlF JHdI=E T
Seof] AT AF(HY) IHFA== 4627402 793 HFe] 10090 A= WG FX0]X
Tk ok IRCBot ¥ %3] W AT E Hola i, ERo|Rul{irt Addy} vl
3o 2F =718t9ith ERolEul ZoAE 2y gt (Downloader) E8 9= §3o] =
ZFela . 3 =E53 (Droppen) i AdE3 vt dAASTE B Wdz2 dAvy =
92  Win32/Bagle.worm(e]s} #lo]& €©), Win32/MyDoom.worm(®]3} wlelw )

Win32/LovGate.worm(e]3s} 2B AIO]E ¢) W Eo] A, By FHAu}. wo)jd ¢ W

B9 9 Aol ohd ERolmulE A¥slel Asksh Fevt wE

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.

o

Lo




An AhnLab

20044 2E A

O
=
gt
12
0
h
In
N
=+

600

500

400

300

200

100

[Z232] 2004 98 AF(HE) 3= 2d A%
ol ol Mg g AjEo] W, Bad AL F o5t AME AL vE 2

» Win-Trojan/Bagle.14848, Win-Trojan/Bagle.12800

o] Exoliute Hlo]Z @ W] wdo] HEF FHE FEHAT. =, wdel € Aale]
75 Fe7) ofdel 98 EEE S F e ERolRutE wde] HE3 JuE, ¢
dred T2E7 fifEe] o] ExolRurt EtHE AL g4 Add 5 A
ERolEr= A4S Explorer.exe? 3 2#=(Thread)Z $26les 3t} o]d A
ERolEnlr} gl BE T2 Explorer.exec] o3 Ao 2 FAIH7] wjito] ALEAE
wA AL offy, ERelgrhs FAvlel cl2e BAES F sl d& HERE
ofld Az oled TS Hx A3 F 104z aela AL A7 dhE
A Bt S8 TR ZRAAE A TEShE %*JE Jow, o] T
%<l Win-Trojan/Bagle.128002 91%=%- XP(SP2)¢] Wad 7]5S <

. MS7F 9= XP SP29] WEtH oS Al wet o] 73 e -3stE e
ol e FAo] SUHE Aow oidEn

o o

9

™,

o

ﬂrﬁm&n;‘i&rﬂ

» Win-Trojan/Agent.57344
o] EReEuliz aflel A 8ol

Kol
oz #4RY. o EzoZre] FAARE AHY o)xZzee oL of

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



FAHET F, AHEATE oA fIatolEel whEsld HQH| ]| 7F Ho glA] 2 QAEY
ol~ZRel= ERo|Eule RES 27 tefo]Ho tfRE il thgwl FEAnth 2k
AP eF gA2ED S Frlete FHE A slom Bl

o] Egeliul= ¥ 60/17F W& APIE F7dta ow F79 APF 4% &8 T2
oA ALgFolgt FESh= Aol wAgth 18al USER32.DLL EES AMEste &
& xz2ao] AgE u vt} g ZZ |20 A HES (Injection)sl= & e o]t
o] ERolEule= o 2 F4to]

3

W
Qﬂ
rlr
=
¥2
2
>
O
Er
(L
)
fru
Mo
ofl
=
fr
N
kil

T3k X
» Win-Trojan/Downloader.xxxxx

Win-Trojan/Downloader.(¢]3} th=21])+= nf )
cy oAl Tl U IS HdEREse FHE dZE=vh 8YdE 6FY theEY

7F 2AEAG 2 e E RS FEHE desT

o
fll

» T-Virus Hoax
FolE 2 PDASF 2 Eupdr]z]ef oigh Bk do] AXA & 8F, ool A A

» Win32/MyDoom.worm.27136
ol @ WFOR wWUdHs} 7|5 o]fe] EA S AEofA EQO]E“}—% = = HLO}E

= 7150 duh. gewolxl ERolRuleE WA Hyo] B HTTP ZEA] SA4S 7HAaL ¢
= Fylolth k3 ERojHulE 2H7]Fo] 9o AAle] AMu|xet vt T& #F7]4, %Xé
A Alel Eo tigh H&ES 1A Xsles W) gl

N

TRPAE=E dF

4 BdE ATHY) 2= FEE Aol

1:110 oflt

flo n
%0

_ﬂ,
o}

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab

(193] 8¢ A1F(WY) oM a= /¥

Ego|Futi7}t Aol wste] 2974
ok FTP Hl, ofel Al o =sjof 5, A
MARE He A SREEE

g9l Wl AR F3e

231 =E&3E mIRCPack 3

[eJye]

™

Copyright © AhnLab Inc,. All Rights Reserved.

Ml

o

AZAE AFRY) A== &
Al e =

@ € (IRCBot)
OE=zo|=o}

M 2 (Mail)
O=E=5n
BAEEE

O & (Network)

> T2 Uezy
< A ke e
¥ 457 ¥4
Mg Eo|glnt. 1

11
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



An AhnLab

N
o
o
S
o
b
oM
12
0x
21|
n
Hl
R
~
1o
R
e
Ol

600

500 516

/\ /—464.‘473l 459
400
\/346

—— AL
300 r =
266™ 280 —m— Q| Al
200
100 104

0 Laq=020"%25-90 o3 46 o3 ¢3

18 28 3% 48 58 e6¥ 7€ g8

[234] 20043 A|ZAHE AZE kA

R

= dg

g e xvtolglo] W o=sofo] vhg $Ale] olxl otk AN AbelEolA AFeH: 7

WA Zeoade] Aw wels 9UETel U BAZ iad Sol wEslo] AgREo

A AR ¢ AT AAAA FA 2E Ao FAZF Fh 8ol wAH Fab obgme
E

3% 94 ojeslofoldwr 54 AfolEd] H&sA EakA s Fe] Qo] EZolEriz

ol = of=so]ol gt

FEEol okl £F WAl ol UE A Aols Ul WHe du ow dAsE
Y oHohE edt ojelee gk IeBRR o2 og3t AgAES WMEA AT F 9
OARE FE Al|EdA wel vgelu Aw/An B2 v w5 BRI ddss
7ol Fashh,

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

.88 AT okx o

2E9 2} 0 o]y AT (jungh@ahnlab.com)

HAoll= 1709 mfo]aZATE Ayl wx] Bx el A% XP Serivce Pack29] Wi A2
)

01 ANTFHEE= AL 9L EA o).

Exchange Server 5.5 OWA(Outlook Web Access) 2388 - (MS04-026)!
o}2-%= o AAM~(Outlook Web Access)x= MS 9~=A20% A B](Microsoft Exchange
Server)] WLS A YD) A A AFE-g = XY T AUz, o] AH| 2o A

T 3
ALolE 7+ 23 H¥ (Cross—Site Scriping), 2233 (Spoofing) F @ o] LA}
Eat =

of HoPHE ol g S|RolA clolHel 2AES mFE WAL AF AgAelA 1)
M ~APES AASES & 5 ATk FA0) AFAW A ASAT AT

Al AW AAE BT 5 9l°tﬂ omﬂ 7H*l

9 S ok o FHkHe MS 9 aANA A

Windows XP Service Pack 2 22
Adet wpol A ® A2 EAN(Microsoft) o] 3 Hb Aol A&H w9 XP AH| =9 27}
W HQUh o AMu] A2 A T AAE 82 ofet )

1. HEY 3 2orztst

71 XP9 ICF (Internet Connection Firewall)®] 7]%°] /WA= o], Egi2E €3 L& 4
EQ A 7IHke] A tialA o U2 WolE o F dEF otk oW JAXE T8 5
AL & 2ok

- XA ¥ defaultz ZHs

E 2 (localoll 4] WA A 22 opendl] EX] S XEE E0]0 =

U http://www.microsoft.com/korea/technet/security/bulletin/MS04-026.mspx
2 http://www.microsoft.com/windowsxp/sp2/preinstall.mspx

http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/sp2chngs.mspx

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

-  Group PolicyE 3+ #A}A <l ICF AAA2] (Active Directory 7+FE 7|Hto =
3h
2. M=z 2eotzts}
npo] AR ZAA(CPU)  dlolla  wewdd ' ¥AS == DEP(Data  Execution
Prevention) 7]%o] #&¥ At T2yt A4 &%= CPU= NXE bit (No-EXecute)7} #|
AHE= AMDO SHE(64bit CPUAIE T oMol FAE A"e] MEU4F ZRA 20|t}
VIAE oz (Ato]g 2 4ol o] 7158 YT oFolth. Fuz, Mol 7|E4Hoz
dolg F-ito] UM ZEXH A= Aol 7|wkelar gl7] wiidl oA feature’} 3H=
9 A

gojdon FAAGE oy mesl AYHE A B8 of

4. O|H|Y Hotztst
Win32/Sobig.worm.F(&2B.F €)AxH olddely wAAE Fa giltsEs vlo]d 2 g

F
3t Bol 7)ot} o] 7] o}lE o) A7 A (Outlook Express)tt 9E9- w214 <]
o

fx

ok £EL Fohelel, AN B o] B Axdd JFL F 5 ES ohds
A A A

5. elol= 7|52

A4 AZEOlE QuClEAA ARHE ¥ ANOR fA8) T /5O, Wk ¢

o b

of Wi FTastrh Egk HAl wel Afay el el ARES Aedvt. FHerd AA/A
dlo]Eol ofsf upolejart Holl o7t &4 %

9@ ARE o 40 et 5w sk

ﬂd
2
_OL
K
>,
=1
ACh
i)
rg‘
i)
I
i
N
o
of
:(n)l‘_',
f
8
=2

o
1o R4
AR o] Bt VsE FYIATIE HAER

=
A% Win-Trojan/Bagle. 128009 & SP29] Hl3}H S

gy BHebr)se] Bk ste dxg- XP Au|AY 2+ V| A Eo] AFREHE o EE A
olMEF st=go] o e 33 EAP50] wol o] IBM 59 G E olH7A A

PulH o AT R gl Wol AREEE o] A
2 Q"4 AT A9 V3Pro 20045 Service Pack 2 949 334 EAE 99 1Y
http://info.ahnlab.com/ahnlab/report_view.jsp?num=356

ol

2 skl

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



An AhnLab

g aEEdolt, ARg SHEdolE Aga:
25 9 AAnE o] B4

Al 2
G R SFHFAT A V3Pro 2004 AFES 99 1Y5E A%9 XP Au| =9 29¢] 534
=]

2
i
:OL_‘,
in)
e
B
o
e
tlo
2
ol
ol
o
K
o
o

! http://info.ahnlab.com/download/patch_list.jsp

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

(sohkim@ahnlab.com)

Rs

2

Sl

o = T O ON ok B o
° T e A B R o R N M
. o= o T o =0
7T |Siglels 2 R
= | QN |d ||| N D AN O o
R T — B " B Al
> Iifo S =N W o M o
Bow | Wy, N mﬂ e T
~ —
EU T T X W M of mﬂu
T el moRTT TR TR A
= N x| |S|o ey o W ® A F oo
N % o = lo o - ;O.#
B BN o T W OH B g
F o I S -
) B P o = MM_ W RO
CE N 0 » B we T
T T S| I |0 |o|w|Q = Zo H I W e o
I~ o A ] i <
wmo OME (8] ~ N Xﬁ EE &T wA..* a
= oy o T o e ~
Sl ®m PR Uy
T R W ke MRk gy
LTI ) O O @™ T w S L F o
T, Lo 0 K
e lglg|D|g|n|%|a %%ﬂﬂ%mﬂﬂz
L = — | _— 5 oF ¥ = o) o
~ k) o
0 r BerZTIENC
s um o o Eode N 2 9 e
X oen B ~ e N
= E SQlo|m|w]| |~ % = H o olo oF
o Q Eo —_ B Y X‘_ ‘DI ©
T r ~EERT g
—~ _ . \_L.E
wugw R T
o | _ o = <N X J
T o Hwﬁ% X %mu%wwﬂeﬂw_
MG - e ° E R
w0 x| o | " " Moy 2w pIB T
B S o N woog L BT g TN
R TS n = & J K F gy N
x> | B | 2| e : T o T o
o0 ™ KE | L =) ﬁa — H_.E ﬂ — ﬂ © 1__/l
B B ot X | TR X o L R oy T Njo —_
i TR TR S S 2 rowE X
i B olwels | <lEE B DR o
oV of ) 2oNo o %o No o o %

3

°©

5 vhol

21} 744l 9

S A zel7t glony us-

<]

skl A Aol

<]

Win32/Netsky.worm(©]
AL} val

-
T

o]
Win32/MyDoom.worm.27136(9]

M= wgd vk SAAR It
[}

¢}
16

g]

|

b o= f)oltt
=

(e}

°©

A9 g W

2004 8

ki3
1E13
=

APEE wholw @9 =

ol el

T

hs
1

L

)¥} Win32/Bagle.worm(©]
s

2]
=

IPA/ISECO A FA

-
T

7 5
= el SleiA

Y 27tol
7 gink
%2]

T

9
pul

[
5)

Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.

Copyright © AhnLab Inc,. All Rights Reserved.



A AhnlLab

LS g A om dEtor Q&) AAgAEddA B2 dsis FAH

Window/Dos Virus | ZA% Macro Virus A Script Virus A
W32/Netsky 1,431 | Xm/Laroux 16 VBS/Redlof 104
W32/Bagle 502 X97M/Divi 8 Wscript/ Kakworm 18
W32/Mydoom 496 X97M/Tristate 6 Wscript / Fortnight 8
W32/Lovgate 347 W97M/Ethan 3 VBS/ Internal 4
W32/Klez 277 WM/Opey 3 VBS/Loveletter 3
W32/Zafi 252 VBS/Netlog 1
[32] otaE =F Aol FH(EA : IPA/ISEC)

A& vEHAT EUF A%

otgfe] [ 1] 2004 8Y UHoA gt §'6F HENA XE AREESS ek Aol
7P B2 VESA EgTe] B XEE TCP 1359 445 XEZH o] F YESL ¢

G 0SollA 153 wddste] ARgHH 131‘% o] XEELY
& AdEE 950 9E99 RPC #HE HFHL o] g3 FAS
el A ddetr] fsiA= 0Se] Al A7 DA ol

TCP 4899 XE°] Egjgo] @2t o] Radmin®|gh= ¥4 Alo] EollA A}
ARt FHToll= olgf3 A8 B €3 ZF2 A=A Moo VeE tEF AMRHE

o] der® olo] g Fo)7}F F e s

o
ﬁ
rlr
Fl
ul
)

8B GDEE?I’DL.LW':—}-R—T—‘F:JI

5554(TCP)

1.5%
gy 1.5% 12.0% 135(TCP)
6129(TCP)

o _ _ 39.4%

1025(TCP)
2.8%

2745(TCP)

2.8%
445(TCP)
1393(;?':} 4899(TCP) 28.3%

3. 7%
[191] 429 MEHa EgY A5

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

g 34 gAHo] gt 2} AR SR 29 dhed Aok

89 olF, F%9) og=mE FFe AZE oo o

@ dlalurks J1Ee ded PgmE o7 s At

¢ Ag 74 Rising CNCVERC
* 1 Worm.Netsky Worm_Netsky.D
* 2 Worm.Lovgate Worm_AgoBot
NEW 3 Worm.Novarg Worm_Lovgate.C
NEW 4 Backdoor.Rbot Worm_Bbeagle.J
NEW 5 Backdoor.Sdbot Worm_Mydoom.N

[3£1] 2004 8¢

‘) o~ 0 o
¥ - FA¥E Sl

ol m= TOP 5
NS, ‘NEW' — =90l = 9], = -

=9l st

s7katal.

9 [E1]2> 20049 8Y =7 =4 MAPASQ 2ol H (Rising) Aok AH-AT7]1 8 F==7}

AFE ko] 8] ~)-&% 4 (China National Computer Virus Emergency Response Center, ©]

sl CNCVERC)©o] A3k 8¢9 F= ot 3= TOP 50t} 5 7]#ol|l A XA ofd 5= ]3|
Mias g AEHo2 195 #Aeta = Worm.Netsky(Win32/Netsky.worm, ©] 3}
Uizgko] ) Aelstars w94 Aol A& ¥ F jHelA HHE A= T
el zol= gle Aom FAHEY. 28 YEYIARE Adys g3 vd=2 ik = ¢
o] F=AA= 495H o]ofA7] AlFtste] o do= T3 AdS HolFa U
F AN IE &9

<9 15 25 3F 45

Worm.Netsky

Worm.Netsky

Worm.Netsky

Worm.Netsky

Worm.Lovgate

Worm.Lovgate

Worm.Lovgate

Worm.Lovgate

Worm.Mabutu

Backdoor.Rbot

Worm.Novarg

Worm.Novarg

Backdoor.Sdbot

Backdoor.Rbot

Backdoor.Sdbot

Backdoor.Rbot

Worm.BBeagle

Worm.BBeagle

Backdoor.Rbot

1
2
3
4 Backdoor.Sdbot
5
2

[

120049 89 3t oY= =9 W3}

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

gho] A (Rising)Abell Al g gk 2004 89 F3F P == &9 WeE Fud F9d= [
119 ot m= TOP 594 <3t Yi~7le] €3 Worm.Lovgate(Win32/Lovgate.wrom, ©|
3t FBACIE )] 191, 291 AAE 494 olojx e gt stk aela 74
o] WA ®E Worm.Mabutu(Win32/Mabutu.worm.32768, ©]3} vli-3= 9)vke] 8¢ A0
FAl AaAF7E Freke d4s Bdouw sAFREHE 343 gt ol Folxnh aga
ERF AT 7 LAFAE Worm.BBeagle(Win32/Bagle.worm, ©]3} H|o]=
37} Worm.Novarg(Win32/MyDoom.worm, ©]3} mlo]& 9)o] AuAdg7t ZA] Frhsls=
A4S Bou XA Wy ofdmE FE AR HolA = Yiagte] 93 HEACE ¢,
o] ¥ el w3 1 Audgrt 4L Aom FAHET. a8 a o4 IRCBot 99 WSl
Backdoor.Sdbot(Win32/SdBot.worm, o] s} of ~t] it )= Backdoor.Rbot
(Win32/IRCBot.worm, ©]3} ofdH 3 )2 3t W] eARks v vir}p 58] ¥s
Aa7F e Aom FAEW F24e dHeolgEn AA JRn Ees 7] AlxH

o= H el wle] gl Ao FHHY 2We Tt Basttha AL,

rr

8

poss

-

AF AHI= TF

oyl 8ol AMay oAHIE T AlEA B M F=E XF NetSnake A7} o) 1 2
AAFE BA Fe Aog EAE. XF NetSnake AE Wlo]IA 2 AT EQ oux AFE F
Az A= RAdPHE Ho] oy T Fde AP 4G T Aeg AlzHed v
°of Emol¥m stdEo] HAA¥= 5o vk il 79 "ol e vhRE fo] 8¢
ARl A AAL A57F FbekaL T o] Fel= w4 AAE B v 9L 74
A ol A e Wd® HutE= w2 v g e (Mass Mailer) JEfolt}. mpp3 92 7]&
of AE w2 wdelet FIF Au WAS FHetar AT AP Fel= 7S & dexl
ofol AR @] ofol ARl Ve FUHH LR JHA AL = Aol Aot o]H @ vHtF
I EASA A A wdS o] &t A o] %o e AlxHle Wie &4 WA o
g ofelgA R o] WAS Heke AR 22 fFARE FEe ot IETt AHH R e
A FEET

tZE EX

470 O 'YWorm.Metsky

[n)
B2% m'#orm,Lovgate |

m YWorm, Movarg
@ Et

a% 3%

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

HER o] Fihyof

fsi3
=

AFA]

A
Atk 1 9] 7|epel] x3HE A=

=
A%

=

o]

7}

oAl 94%

fsi3

FA]

ol =T @} ofo] AR

Worm.Agobot.3(Win32/AgoBot.worm, ©|

A

=

=

“

& Al

312004 89 =

—
it

[

=]

%9)

, 18l

2]
=

ezl vl
be epgae

kel
=

= =

A o}

Zol
3z

7]

L=

o

=1

2]

—_L
=2

), Hlo]

2]
=

Far gtk ey 7] el

o]

boohay

°©

<
j =
Z}A]

=

=

] < 2]

Eal

v
ol A1 3%

-
X

L

R

&

A

il

2 At

o]

=
=

o]

g, ofa
2 1

by
Z] o)
-1

o}
=

o ozt 9, ofol

W
<
i)

Y

Aot A

ofp
HH

fuy

)l

oj
R

7}

HIE FFe AW 49RE D fudlelE 9

fol 4784 A

o

o)
ol

E

e

8

™
%

%

of
~
3

o)

op np
T

el oy

3} Yzgbe] 9o

=1
=

J

R

=

2]

2
=

[}

o)

=
o e ol

=13

[S]

&5 g
WlolZ ¥el Mol
2 W

20

=

R

Hol v dell= o9 wstdA R F5o] Ak @A) o
LS

-
i

A
= 9€ A F

o 33 @
Az AR QT A=

2]
(e}
AR

2
=

[e)
awA

%
}

3
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.

Copyright © AhnLab Inc,. All Rights Reserved.

Y 27}e]

—_L
=2
hud



A AhnlLab

VI.HAYZA ZE |- 2009 gzt otz

2H3 2} 0 2A] =9l A 9 (jackycha@ahnlab.com)

7o) WHSWA o7t AZe A A AW, 1 A)%e] 238l A WS
FAG F At AFol HuA W AgEe] AMT(etelnA) nEd] B A ¥
otk Qg AIFE A AHU AAHUA e Aw Ee AgBo] sl 39
F Qe BAZE PaAE 9, voles, ExolBuls 4o YIEE BHME A 4
W ofEol HAW AgASY ArH 4¥ & Zeade FAR A 4us §F9 5
gtk AT 2polglolz Bl xzad] oja) ele Yol £uHT AL st

2= A~

stolgloje] 19T sk @7 TgE FRel dalME oo} mAL,

2ytolgo], T AF

B2 AbgEEo] 2Ttol9]of(Spyware)gtal st ZutolEhE gojol A JHQl BEH FE
WA wWe g shAnt, 2utolglol= AsHAl Vi AE FF Hue i R
Aol gtk AW {FE& ZEIY AL ao® Q1Y HARE wirbr] fIsiA =
Azsk= Aok, A, JIQl AR L T2 Fao| F§str] YsiA AMEEH= A

=, olg ZEIH AARES A viEws, A&7t RV Badk Aol ofyt s
o] oW §IApolEE WHEelH oW Flo] Aol eTtE et 9ES ok WAGA

A

=4 R
A BE ol AFe] g BEolmE ofelHel YBoldy ¥ & glo} WuHA 2 4
= 3T
T

>

¢

2

(D)

A Z2a9s AAs AT A
HE FHsHA At ofd ¥7]E & AbghEe] Adtoldlo] w2 gS whEo] wjxs)

7] AT EAl= Adkolglojd] ik g

=
svpolglolt St bR IE(RAY AN Hat obymes)

o
o
%
~
MN
o,
ol
do
_O|L
x
52
o
i
o,
%0
)

= = OE 9uqd), EFY
ol(Trackware), | 2~E(Pest), Bl #}o]Z] ~(Non-virus) ¢ 22% E#il om JAE=
2utolgofol] tigk Aeojok M7t Aztzolt). |EA om A ARES Had = A= F
g2 zvolgjojgtal FaExRt WMARAA T 7IE HPAANA Asta dd w=o]

ul
(Backdoor)#¢] EZolEutiz g3 AL 2stolslolel BFatn k. S8 RY o
Ae A% FRE 84 AR ERo|Hulz Auau A

s Qo] we AHgAEol Zstoldold] siA &

bt
i o
to
ol
Ll
ne
o
N
=
¥,
O

2

AFATLE YA 9 AR AFHE YL F JE JuUE
Pyl

_'Q’_
BReha glow sstolglolz} el el glof Mol Avpelgolz el A,

it

DA U ua Earel kgl Tae] Avtolglo] A L

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



sshol 9] 8] FAIY

sspolglolx MAT & Qe TARE thew v
DAY AR GF THA
2) AzE &= A3
3) W Fom oAF AAY FA A b4
5 A Bz

sspolglo} AW ZRIRS ALt g W AgEel Feh uge Zvtelglolrt

A AEE ks ol shARt, 2atolgofE MAGA A Mrojn FEe 94
Aol 2R ST Aol M Qr fFEo] sy, At oR Asfoldeim &
= Bl o=l Ji]l AR &= At Wik A AR fF 2oe A
AR f= 7heAel glthal sk Aol ASR gdeolwta Azt S, st )
A ARE FEe7] HAs Az Aeln svpeldel= ARl S sRse A T N
AEE #5228 5 dvhs Aot

M AR FF 7Ry o & TAls ALE oda AeA =ztelst & 4 gtk =
T EZRIEE FAVE EAT 9o, Fay AR AR S fe] Ad F9l 220
[ ZATE EAFE vk DA OHE%IOM AR Al=ge] Az AYEA = T
of EAZF YA E Fa Fo] == Fof f=go]rt A AWl Abgh ule]
ol AAwE Aow gz

A L BgE BE
stolglofe] FAAT A AR BgR PRE ZAd o
Aok AR B AVA P4 Fujsh Auk AFERE o8] B
279 avtelgle] w=ge A AR FEOIAAT 20024 olF BT A Mﬂﬂo]
A 2R AR 1 A 9 AFES BHGA BEAT. ol

B Aol wgs Gu e
A W AlgEel Awe worth AW, o F B AEud gol
7] flalA AU S

o,

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

1) £X F7|(Tracking Cookie)

zatolgle] Mgk TR F Adas F71E At F71= 200095H 717 AHEA

of AR el 7hsdol AL A7 ek SAINE, AAjel T bttt Aol o

FEo] offolrt, shAIRE, UK ~zpo] g ofel A
5l

=
o=, 7H AE FEI=

e

of AN Atsh= 71” AHEARZE AAROIE W o5 BAROlE7F 4
itk 4 rﬂ%%oﬂ Aekah= Aol
715 AU gz E=(T) > AHY FA > A AEY sdelA] )

A1) = 7Hes l 2+A] g 4 9l

2) Aureate/Radiate

14101 EE2 Aqy7HA] ZElgo] 52 oj=gojo ESEAT. AHS TAE A7 AMg
)

Aureate/Radiate AFe] ¥i EEo| FE HoFm A&z 790 HARE w7ttty 430

OIF o] U Aol ohde] WAHn MAINAAE ol Zza

EEEA]
19 Zzame Al A

Pﬂi
fol
i
e
rlj
il
9
2
o
iat
fr
X
gt
5
N
Z %
j&
MY

al
o f% Seldh BAAS HEND A7 BH o ol afoldlolz i
!

7

=y

A ARE goldl olE Zeaas dwshn A gebd 440l o 2
Ao Aurt Ausk 9w 4z 49 Avdol ddt AAew of wao

4

[
T
y W3
o
o 2

> Y

s

RURRe)
gﬂ
=2
%0,
)

¢

o®
o

Fd 2vpoldlol At Zrafo] Ay Vel x3E ‘BEHARA Ves &9
o] ]

2 At} nfo] AR AT EAT} A9 ARES F=HEH7] YA o

' ZDNet Korea, Q¥ Afo]E F7] ®el n]4
http://www.zdnet.co.kr/news/internet/0,39024414,10067354,00.htm
ZDNet Korea, Zeto|MA]l BE F7] thdo] FA5F
http://www.zdnet.co.kr/news/network/0,39024416,10034077,00.htm
Kaspersky Labs, http://www.kaspersky.com/news.html?id=16
Vmyths.com, http://vmyths.com/hoax.cfm?id=36&page=3

F-Secure, http://www.europe.f-secure.com/v-descs/aureate.shtml

OptOut, http://grc.com/oo/aureate.htm

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



An AhnLab

A7 Ao m AzeA] @kl o] 75 AEH oaZEee] BT -> BHUYARE
ARE A 79 WE AfolE Jurh Gz Agwcth o 4ol sfele] oW Aol
B AR Fsle] BAel Ay 2vtolslo] Wy oA

A R
A [e]

AFIA) =D ESH)

Q- © B @G| Paldmw @un @ 35 =L S
= 2:(0) | ] hitp://hame, ahnlab, comn/ “’;‘ i
e %

P ET=ETETeer
- PERSOHAL

HMEHE (Al | FAFEE (A0IEY  ENGLISH +JAPANESE +C

CE ME TSN

roweren o (@) Alexa: HolgaY | HEEE
TEREIEEE

3 e
home.ahnlab.com
2AH 23
Simfile
seel
;ﬁ;:gg - tau % 1 3659 sh5 244178
ey AU.e%E ¢ ) hasATAE 02 TRAlY Qb ve A1zighch
otol &
SOV ERE - dholE S g = =
DESktDPEp)DPdESk (3] SEARCH LOGIK: | = @ »IDPW 7 v BRI
Gopatlng - pdbox N
22 ME BE HHIRIAZE v : Cady B3
BT UE: 5 a0 - izl 7180] Basich ] 2 meseo|Eum
Db Ari-irs Laboratares. I [ L sl Z2ECIS AR
lﬂFl Samhwa Bldg,, 144-17, | |. |a)\ JE
s -Dong, K. -k ] 1v] ==
Seoul, 135-743500TH KOREA e e HobgA BANE | olfiha | HEXE o
, + Win32/ForBot, wormn, 86016 Zex0|2} ghsHs
s (s AL GRE - Win-Trojan/Bagle, 128008 - MM 2T TEJH EARH W HOI0IE - 20045 98 31) _
FH Alewa MELAZ 2 H0IS + Win-Trojan/Bagle, 12800 - - SHEHIWHEDS 24 O M4 |G Philips LCDH 201M,, - - -
FEEREE CLRE] - Win-Trojan/Serd 790528+ BIRE SIRMEE 75 MNE 57 -@dsEIL M FCBR nawA . O] Of20] =l AhT|
- Win-Trojan/Stinbot, 30032 « REEP SP2 IS 245 =M + OFEAHL IR KPP SP2 AR 2R = - q
@ Find more unore - AMD Z2H A AETE P2 EX) TR, « QR A FOEID 0000 H B =
related
info... ozl 2ied
slojzi~ 2t Tops N
‘ FHME mekgaly siphgal POReES FRlsts
+ Win32/Netsky, worm, 17424 SHHSATAT SH3E MO NES iR T 7| HOIFRIHOR OHEHIR) DE EEA CIAY AR 128l
+ Win32/Metsky, worm, 28008 a5 olsjAg s}
e + Win32/Durmary, warm, 9234 V3Pro 2004 . Speed Up
toda e § AEUEE S ————
at amazoncom. Win32/Baale, warm, 2 olEEA 213&,‘\‘.‘3“9 T (+]
ojds [y S
Click tosave 2ol | V3Mobile for Palm ) @ yﬁﬁ;?x&" Speed Up!
Qb4 2L TS FinalData = AOIE 2E NO!
{#hnLab IE)2) SE0IZ Standard 20 V3Fro 2004 MYV3RTS | wiyFirewas, yvanTs

[Z2”1] &FAL 75 AFE S )

4) TCP.EXE
20043 79 F< o] TCP.EXES WINSYSTEM.EXEZF AFwAct TS
I Y Abo]EdA dE = ANolE s/ Ed Aol (Trackware)ol™, 74
2 got AtolEoA wiEF ZRadow lErh? ol F A uwkabe} el i
-%%‘—Ei—t— TR AR BA Y FoE 3 Fo dAste Aow AR ddetE gl
of A ZmIaML o] Fdo] AAHA,

o] zrIagoe] Fof A ZmIae] FIkH o] wiEZHAE

il
Setn g 2EY gok AlE AV} ulolel 2B Wz Ao® o3 W% Ak,

o
ih)

e o
[
(m

_&g
o

=

T.I

Be AgEel ol iR o

of ZEaPe AAPNE FESHE Aol ol Agae] AR Fa AT Agsel

! Alexa Spying On You?, http://www.imilly.com/alexa.htm
 AhnLab, http://info.ahnlab.com/smart2u/virus_detail_1463.html

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

B4 glofsts Uge FHsE BAL ARAW, A F
Gtk o] A AGAES A 4B 24 Sl W ARLS AA QA R

she] was #Alolch,

de
sstolglofs Mg Bl AABE Folehs =T WA A4 BAS 2HA
G A4 AFEE vHAY BHom ALgshe ALAAS, v 5 BRI 94 g
AgAS] B, A B AldE vhAstd £ WEA vE So| wEoldl FaEolth
E A P RESL oheh ol f R AW/ARSA @ Aol AR e

O 7 AEAES HFE 2do|go] AEAAE STAsa Q)

éi)rol%loMl g gvke A4 HAE daMe AHgAh oY A, Astelde] Ww
+ e}

D
xzage] AAHNAS beAe] ded du Tz AN BNE F A3 YajelE
Sl uA] dEn X AEE FuE FaA AASA olol @tk wE Aale] Ag

s avpolglel g Xeage] ad AN Lofof B},

mlm

deofst ol=dlol A% PAE AAEo] el BHL Zzad 44 F BEE ddF

AgAL NG We F A HPL AgAA LeiF AAE AA Aok & ol
sstolgloi= QB AR 54 Aol B &Y Aol it Aol ol AFEH AHE
A7k Aol Al AAREA A wEw oW Zeaddd 19 A€ aeA a7 o

ol A7 TS ATt

rl

sstolglo] Qg eI AgAA A4 A sstolsole] tig whE olasl WpEn
eadsl 43E A9 ol WA S LALL DT Aol A & ApAEs

W9 Al oF Ak w@ golsh AW Wl dF A EAsE

ru\i ﬂllo

AR Aupolgo]Foll ek WAl FA|S sord Ao w Azdrh Sy g g
AHoz PASHA sE B o] & oz AztFET
- o A Al AR B9

- A RAE TggE A

0=
g

- B3 29 A =2ad olE w4

=

- RAbolEdlA] mRaY theREA A Eo Y

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

VILEIAUZ ZA™ |l - Rl EciTe| X2t HEt

2H9 2} - A3 FA AT (intexp@ahnlab.com)

AL F7ksk werelqel R ste] e AFEe FAEe] sbm gov,

ITsho] wh2 wde] P9do] 719 MEYT FxE v S3dodsta Adisixa gtk dl
Efas wd &% Fvhe oM aEe] FakEs SUMA FAIL, AT o] etk ofed
B9 MEHT Boll= oudt F3o] EfFe o3 WELT o] AT RS FAT
dtal ASAE Heth ol TolME= fall EdE Welek 9 8 wdS ] 9% ol
A Gotr =5 st

FHEHRT HH A4

et MENA AAE ofA oAl ddstEAar oo wet YEY]A Efd Frhe=
AA=HA el EdE dEs ek Anizte] A, HIFE it $2l, ne e
2" (Broadcasting) & URFAQ S2lo] Wle s|dste AL AAT, HIE Ee= T4
o o A% ot 2T Fd olyd FIHEHIS UEYIAFA dul) 2 HZFS
AA B Q&7t? A olo dis] AA e fFIEHT] EAT o it BE,
/o129l 374 el MEYA 229 el wet T G AAY, 293 A
EA 2 FaAlEHFA o HENA ddFe] Fditito]l Fagsta glrks Zloltt
FalEg= o] F7he UEYA &9 & 49 4TS 7/ HERE fHEHY S w2
A AABEL AT = de ol dast drk 4, el fEHNAS AA vk
=HE = Qdvh

-

- 9 EZo|lEnEw e olA 3= (Malicious Code)oll 93k E g+
A (Attack)oll 93k EY
Aol EFH

I
ol

— o~

FAEHT S 7P 2 AdeomE ofdFEet FAC T dFFo]l HF F Aol o] BE
HE7F el A oF-2 e Qi WiEE ks X Aol WA 9F=e]
EFE =7t WE U ELY AQLAN:Local Area Network)dll ZAZA 02 JaFS F4 Hol 9
FEEH YHE Soe FIRT vXe= 3] g% ava & F Ak g2 7Y 2
NAE2 s 3 , WA AZES O & o]&ste] W&k &5

& Fusl S Al W Ao wasi,

of

N
-~
f
r o
:(n)l‘_',
)
Ho
rlu

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

Eg gx 2 wuas] Sdee] Aw FolA A

A FAEAA S FAsta Adetr] s HE A sjZlS A oF s} vE
oF BA3l7] ek dlolele] Ato]=rt & Agele 2 ARt ankg A B AR
of 2 ¥ Hrt. FEF Agte] vk FAEA S sho] Adute) = Ak ow] JAIRE
olml Y- vESL A & dFS Fa Jutd £A4Y =AFE ot oug Ao o FIF
S WAl deA deto] Hojof gt ot de] Ve T A4 8% F e AL By
o3 2o

- Packet Summary ¢ 89F AH

- Protocol Hierarchy Statistics 2 EZH A

- EndPoints

- 10 Graph

- Conversation List

- TCP Follow Stream

- AbA ] Ao Coloring Rule & o]&3+ wm& ot

- Capture Filter, Display Filter & o] &3 ®9l9 x4

- Protocol, IP 4% F< 34
) 7] 8 oK(Statistics—>Summary) AR WA AF Fof Ht 2 A5 @R} Alo]=

g A%F ARG HESA 2 AS

g3 [AA EY s dHsv 2 A&l B 4 QA

Fit), o]} /A Z2EFH g (Statistics —>Protocol Hierarchy) 3 E.E X EF X2

2 EFE Ao HAES 74 vlo]EBytes) AHE &4 & Ark. AA EYY ARE
o

)
] wjio] ojwl TR e Z H A &k JEA
| T2 &3S = UDP(User Datagram

- UDPE Ao 4% AZstd €t

of

oo

rotocol)7} 2}A|&

UDPE 4oz XS AFgtbd “Display Filter”E %3}

33lt}. Analyze->Display Filters T+ Wel 3bHe] g ¢

il

Lolgald s Hg Halri= =x2kW ASEC Monthly Report 7935 WA go]& 218 A
gt

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnlLab

34 §W UDP Z2EZ 3tdate yetuA =

S

[e)
82

Gy I ol o R »
N o ' 8
o) = E X & & % o
I~ po I = ﬁ :
=) Wo = o o e | = T
5 2 I 7T~ W BT o % | 2
£ 0] rook o B L 2 e
gl o o - A e w | o iy
T 2 e Gl ) R e B
£ 3 5 mzicEwa | |gE |Z
e o - Ma%ﬂ%ﬁid | o
o w < TR CE Mk g Me |BIo|S (X
X CI ~ wox < °
W ~ ™ oy - i W) = B | —
= g L3 TOWohomE N X 2| N
0 ,Mv_l 7 ﬂ/‘A o E_ —_ § — ‘Dd —_ n.,b »A\ﬁ E_
B X 0 < o N
-~ =3 R T o Mo M N &3
ey N g oﬂv TR o X om ~ o
o 4 7 i oW oo T 4|
o N N ay Nd oo T D o (e o
= Mo g iy in A - = £
— < oo Ak e ot T EOZ
= o o| T o= % © o5 oo o B ow 3
o = o i r
ol oﬁw o= Zor < o o B e T w O
R oW OB wow D T W os T == w0
. Wy g X = MR W2 G S | &
T ozEETL o 4gET BoSezil
oy m—fimiw - Hﬂyﬂﬂu{m\m ‘ulwwm”urrw X s M
3 o EN m T o®Z TEECwow S
o % S b= ¥ T oA il T E X oA MT o x
> o o o= T F i aoE oM S o 8 ™ o £l
X o’ N = —_ 2 E_ =y OR = ﬁo o | 8
o g w o T TF o TmOROW ~ TR » woF L X|o oo
g wutdr » Fyda Toxzohoo S |EICE [FX
Koo gt w o bpapz_ox [BIE |G
o o o KX n, N ey e = o i = o o | @ E|lo
E Kook o H o ol "KL T X W S o ol S| B
ol T OF o B A on " HOoF T = o o WO ) e 20 MK
O S A glg | g™
Nfu N - - oy~ oo ™ N 2 S|l=
. ﬁ_ NORC W Jo Lm uw =l & |
. T DN R M o Sl

28

Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.

Copyright © AhnLab Inc,. All Rights Reserved.



An AhnLab

B A x®E8 Res F 2 QQQ BPHEX T
ey !l - | <k Eanession h‘iiﬁf! of Aol !

No. - | Time | Source | Destination | Protocal | Info | Tin

[2E]1] 2= HY

i)

ol gld el “Jel(Statistics)”]'s & % sty F83% Ho] Conversations, Endpoints, 10
Graphso|t}. Conversations< o FollA BalFw A3 o] A e} HA4A7He] B4 W&
of tial WH 9} violE 5& e £t} Endpointst #HE HA X i3] BT+ o
2 Conversations 7|53 fAFstth. o] F 75l oY, IPv4, TCP, UDPS} o] 3
2 JHS FEsle] o on [P B2 EYY S A=A BdE] Bazk 3 u f

Al AHEE & & Aot [112,3]

Y

=

oo

{@ Conversations: icmp_Aooding.cap iy ]

1| Fire chaniel | oot | e 30 [ e | 1P | Token Rin [ uns |

Ethernet Corversations

Address & | Address B | Packets  * | Eytes | -= Packets | -z Bytes | <- Packgts | <- Bytes |
3Com_96:57:e7 3Scom_93:ebicd 13160 1394960 0 0 13160 1394960

[+ Mame resolution

XK Close

[2¥2] Conversation 7] 23 3wH

{@ Endpoints: icmp_fooding.cap : - | Ellil

A Fitie el (Food Daeie ! b fre Restizn ey [uee|

Ethernet Endpaints

Address Frames Bytes Tx Frames * | Tx Bwtes R.x Frames Rx Bytes
Jrom_93ebicd 13160 1394960 13160 1394960 0 0
3Com_96:57:e7 13160 13940960 0O 0 13160 1394960

[« Mame resolution

A Close

[-2¥3] Endpoints 7| A3 34
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Y EE AYst e 4 lon, ax

¥ ge
o AA geiel oA aezakstel HA B 9

E gt TCP ZR2EZS o83t 4§, “Follow TCP Stream” ©] uu}% ARE Az =
R YiEA TCP TREZS A} 25w ST v

S ”Eﬂéﬂ IPoﬂ EH?'S}‘# ‘*Ei
Bk Wgo] vepdth 7l shuE Hopok sk wHe glo] 7

AFAA ] AL AAT D K S o dolRES W)

CASE STUDY 1

% ISP(Internet Service Provider)Z%-E E#=Zo] =t} AAE A=, fzlo] =4
30,0007 41 140,000/ 2 F43] S7}gt A}aq]o]x;} [24]9} o] 184 o]& FA37
F7HE e welFa glow, 54 PelA EdR e A st so] Fse] g
o] 4] Null Routing" *]g] & EgZo] Yoz Zolgr},

1200.0 k

900.0 k 1

G000 k44

300.0 k 1

Pkt= per Second

@k

20 22 0 2 4 6 8B
[Z194] TCP SYN &Z0l &3 Eds 34 F7t

10 12 14 16 1§ 20 =22 0 2

[Z™5]= 9 B3 22 FHQl SYN #j7l 7ol wa = b 7l afdns ye
W Ae=R 2 Fat 784717F AEH A

V21 98S a1 93 Null #toz Rule A

¢}
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TrafFic Captured | Displayed |
Between first and last packet 10,718 sec

Packets 8410

Avg. packetsisec 7a4.651

Avg, packet size 54,001 bytes

Bytes 454146

Avg. bytes/sec 42371.714

Avg. MBikjsec 0.339

X dose

[(166]2 Coloring Ruless o] &3fe] 7] AlF W8S Higlye stHo= FEe “larp”
£ #A&3ste] ARP F7& Alglate] s FEE oItk P2ESAES vy 234 P F4
7b dgEA AR e, 54 IP F491 192.168.1.12 FZo] Ak ol HAX
XEE 69 EEo|H SYN #7ls HwshA A i e AR, 284 Fiae
Spoofing¥ o] E45HE AL & F Ak AF HES BWH Header length’} O bytes® %

Zrzlo] 2t} Coloring Rulesell = A
E o]3}el Aol dial] MzS Aoldl =okth

{@ tcp_syn_flooding.cap - Ethereal - |E' 5'

X G

Eile Edit Wiew Go Capture Analyze Statistics Help

B EEx®E8 Qe DF L QQQ BDH

@E\Iter: larp LI + Expression... %Clear V Epply'l
Mo, - Time | Source I Destination | Pratocol | Info I [+l
- : - T N
4 2] z .1.1 f=0 Ack=0 EOEEEN C

5 17:03:04. C196.151.90.174 . L1.1 42208 » echo [SYN] Ser i 4312, hogus TCF |

B 17:03:04. £ 181.225.202.128 192. 1.1 TCP 37572 > echo [SYN] Seq=0 Ack=0 Win=22197, bogus TCF ©

7 17:03:04. € 227.191.39.198 192. 1.1 TCP 9413 » echo [SYN] Seq=0 Ack=0 Win=3B518, bogus TCP .

B 17:03:04. 0.161.248.23 192. 1.1 TCP 57486 > echo [SYN] Seq=0 Ack=0 Win=35630, bogus TCF .

G 17:03:04. 10%.45,163.68 192, 1.1 TCP 32646 > echo [SYN] Seq=0 Ack=0 Win=3%%60, bogus TCF |

10 17:03:04. : 7r7.15.138.19 192, 1.1 TCP 52134 » echo [SYN] Seq=0 Ack=0 Win=4010%, bogus TCF .

11 17:03:04. 161.209.594,87 192, 1.1 TCP 9266 » echo [SYN] Seq=0 Ack=0 Win=3951, bogus TCP | .

12 17:03:04. 37.65.2.146 192, 1.1 TCP S4B58 » echo [SYN] Seq=0 Ack=0 Win=43018, bogus TCF |
13 17:03:04. 228.75.138.122 152. 1.1 TCR 48530 » acho [SrM] Seg=0 Ack=0 win=26977, hogus TCE)_ﬂ

[T | JJ
Version: 4 (=]

Header length: 20 bytes

Differentiated Services Field: 0x00 {DSCP 0x00: Default; ECM: Ox0QO0)

Total Length: 40

Identification: 0x0B8ad {2212)

Flags: 0x00

Fragment offset: 0

Time to Tiwve: 255

Protoco’l: TCP (0x0&)

Header checksum: 0x30fd (correct)

Source: 140.5.52.128 (140.5.52.128)

Destination: 192.168.1.1 (192.168.1.1)

= Transmission Control Protocol, Src Port: 832 (B32), Dst Port: echo (7), Seq: 0
Source port: 632 (632)

-

-

enétﬁ. 6 Eytes e at Jeast 203
0000 00 04 S5 95 57 e/ 0U 50 da 93 eb <d 08 00 45 00
0010 00 28 08 a4 00 00 ff 0& 30 fd 8c 05 34 80 c0 a8
0020 01 01 02 78 00 07 [EHE 3 ab 91 7f <f 00 02
0030 <5 3d e3 49 b5 45

[

(bogus, must

Fequence number {tcp.seq), 4 bytes |P G410 D; 8408 M; 0 m A
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(219 6] Ze &5 A& 23 TCP SYN &4

CASE STUDY 2
ARP(Address Resolution Protocol) E#|Zo] FAsH T/t E 492, Z2EZH A
AH Fols By ARP EFHe] uHlFo] 90% oo UERRT o]d upgl ARPe| <Jgh
gl B vk AA #7le] 55S W ARP 8% IP T4Vt SHHE
=1 =, AP ol7] Hupe oW oo o3k JhsAdel HE w2 A
A F dom, Ao A ARANARE 9] HEFHE AUl YA B AoE YE
=5 1. =

11.0.10 W] IP F4= 7}X

{@ test.cap - Ethereal i ;Iilil

File Edit VWiew Go Capture Analyze Statistics Help

B EE*x®E8 Qe DFLE QA BDHHEHX T

@E\Iter:l L‘ + Expression... %gear v Epply'l
Destination (=l
O t .0 0,10 .J
157148, .. Broadcast .0.137 0.
1% 10:57:48.609425 111.11.0.10 Broadcast ARP who has 111.11.0.147 Tell 111.11.0.10
20 10:57:48.619967 111.11.0.10 Broadcast ARF who has 111.11.0.157 Tell 111.11.0.10
21 10:57:48.629389 111.11.0.10 Eroadcast ARF who has 111.11.0.167 Tell 111.11.0.10
22 10:57:48.639343 111.11.0.10 Broadcast ARF who has 111.11.0.177 Tell 111.11.0.10
23 10:57:48.659573 111.11.0.10 Eroadcast ARF who has 111.11.0.187 Tell 111.11.0.10
24 10:57:48.601288 111.11.0.10 Eroadcast ARF who has 111.11.0.197 Tell 111.11.0.10
25 10:57:48.6609484 111.11.0.10 Eroadcast ARF who has 111.11.0.207 Tell 111.11.0.10
26 10:57:48.679735 111.11.0.10 Eroadcast ARF who has 111.11.0.217 Tell 111.11.0.10
27 10:57:48.6%6455 111.11.0.10 Broadcast ARP who has 111.11.0.227 Tell 111.11.0.10 =l
[« | o

b Frame 17 (42 bytes on wire, 42 bytes captured)
~ Ethernet II, Src: 00:01:02:98:d1l:6a, Dst: ff:ff:ff:ff:ff:ff
Destinaticon: fF:ff:ff:ff:ff:ff (Broadcast)
Source: 00:01:02:98:d1:6a (111.11.0.100
Type: ARP (0x0806)
'~ Address Rescolution Protocol (reguest)
Hardware type: Ethernet (0x0001)
Protocol type: IP {0x03007
Hardware size: 6
Protocol size: 4
Opcode: reguest (0x0001)
Sender MaAC address: 00:01:02:98:d1:6a (111.11.0.10)
Sender IP address: 111.11.0.10 {111.11.0.103

0000 FF £f FF ff £f ff 00 01 02 98 d1 6a 08 06 00 01
0010 08 00 06 04 00 01 00 01 02 98 dl 6a 6f 0Ob 00 0a
0020 [ of Ob 00 Oc

[Target MAC address {arp dst.hww_mac), & byte |P 122905 0; 122905 M; 0 m A

[Z1-7]1 ARP Egl= 45 3 oA
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=10l x|

— 200

50s 100s
K1 i
raraphs T Bxis
iGraph 1| color {13 Eier: || Style: Line [¢ Tikinkerval: 1sec | &
" . Y
IGraphZ Colar @Eilter: Iarp Style:  FEar [: Pixels per tick: = Iv
Graph 3 | Color @Eilter: I Style:  Line [: oY Axis
Uit Packets|Tick | =
Graph 4 | Color @Eilter: I Style:  Line [: & Llc[v
o ||| Scale: Aulko [ -
Graph 5 | Color @Eilter: I Style:  Line [v _—

X Close |

[71¥8] 10 Graphs & 23] 23 & ARP E#3

CASE STUDY 3

ICMP(nternet Control Message Procotol) W|Zl o] A Z7}3F Ald 2, [1HI]E EaA
2 EZ2eEF H AydAx ICMP #Z shunt yebvar ok 29 ¢F 7,000 7 Ax T4

& glolt),
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{& Ethereal: Protocol Hierarchy Statistics

% Packets |Packets |Byvtes

=7 Ethernet 100.00% 13160 13945960 5.565

0 0 0.000
=7 Internet Protocol 100.00% 13160 1394960 5,565 0 0 0,000
Internet Control Message Protocol 100.00% 13160 1394960 5.565 13160 1394960 5.868

[Z299] T2 A AR 314

[¢]

2244 F2E @geA ICMP9 Echo &3o] d&4om olfAx vk =g ICMP9}
A2 Fa7F AdetA MAHE 24 2u 24d sAPEE £42 drrEl &
gl ICMP Eggo] 23 4

7 + ek
AN oo MATE A7k @] Wl
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{@ icmp_flooding.cap - Ethereal - |E' 5'
Eile Edit Wiew Go Capture Analyze Statistics Help

B EEx®E8 Qe DFLE QQQ BDH

RIS

@E\Iter:l LI + Expression... %gear V Epply'l
Mo, - | Source I Destination | Protacol | Info | Tin | =
L267226 192.168.1.1 212.113.17.160 ICMP Echo (ping) reguest 0.000000 J
.26B587 192.168.1.1 216.34.7.151 ICMP Echo (ping) reguest 0.001361
.268659 192.168.1.1 203.117.22.31 ICMP Echo (ping) reguest 0.001433
.26BR%E 192.168.1.1 (3.210.173.0 ICMP {ping) reguest 0.001472
192.168.1.1 200,59,32.127 ICMP {ping) reguest 0.001512
192 SHIepS 2 2 ICMP (pi uest 0
4 .1.1 i B ICMP est
.26B859 192, .11 195.78.6.255 ICMP request 0.001633
.2688%9 192.168.1.1 61.141.211.255 ICMP request 0.001673
.268%37 192.168.1.1 1%3.152.53.191 ICMP request 0.001711
.268975 192.168.1.1 61.141.213.0 ICMP regquest 0.001749
.269013 192.168.1.1 194.25.3.152 ICMP (ping) reguest 0.001787

IINER

I Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN:
Total Length: 92
Identification: Ox204d (B26%)
I Flags: 0x00
Fragment offset: 0
Time to liwe: 255
Protocol: ICMP (0x01)
Header checksum: 0x6476 {correct)
Seurce: 192.168.1.1 (192.168.1.1)
Destination: 12.244.104.64 (12.244.104.64)
= Internet Control Message Protoceol
Type: B (Echo (ping) request)
Code: 0
Checksum: 0x0000 {correct)
Identifier: Oxf7ff
Sequence numher: 0x0000

[ [«

00 5c 20 4d 00 00 £f 01 64 76
a8 40 08 00 00 f7 £f 00 00

1LeL

Data (data), 64 bytes |P 13180 0; 13160 M: O m

[2710] ICMP

ol
Y
of
=
il

2
Q
N
rlr
o
2
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