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of TAE oI ESo] thF-iEoltt. ey ek mflol] L= Feta HHE e e
AAE s ESo] A #9do R K] Zlo] Hold oz & 4 vk £l A
AYP3 I =EL [F1]d Yot = AT} Zo] Worm.Lentin.m(Win32/Yaha.worm — ©|

=

B

okal ), Backdoor.Sdbot(Win32/SdBot.worm -  ©]3} dlAfE  ¢)
Worm.Sobig.f(Win32/Sobig.worm — ©|&} A4 €)L& & 4 th a8 i A asSo]
THE AXYS st oy oy 7|ed I E FEE FuT B FEERI WHele 1
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ol
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e
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[E119] ePgme 9ol £ge] 54 2T ehol dRising AHAA wad G n 7}
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QQ ERol=ul F7b A3 Frbekn el ok,

A7) ANG Ao Baste] Axtle] A0L BE 2uAyE $4L Holw @At
o)
%

A AR HE o ZE Harm.Smith.b, Harm.Smith.c 7} 9+ Ao 2 B 5},

» Trojan.PSW.QQPass

Trojan.PSW.QQPasst F=olAqut 245 = ERolHulzx Faolx o] AEEHE= QQ
WA A JEAES AR V5SS AL JE AR A vk HI7kA B u)
o 2™ Trojan.PSW.QQPass?] WL = 1370] &4HA U

» Trojan.QQMSG.Boker

Hw Eiomn}b HF dol o Al HYom FG A WAL Y 2 552
o= W

*Mioﬂ TEHY e } aoﬂﬂ 1%1 o7 E BI1E AL = QA}o)

. A
el 7)BE AT 9t Aow deA Uk WS F 3349 Aow nuHT

» Trojan.PSW.MSN.a

T4 O]X‘P—E Azt ERolutolm MSN H4lA o] ALgaH ) hs & 7= 7|5
)]

AA

21Et

YWorm, Lovgate Warrm. Metsky

[3£2] 2004 7€ S=9 3= &

5
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Worm.Netsky(Win32/NetSky.worm — ©]3} Yl7lo] €))7} 52%= 18|11
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Atk 28l YR 3%= 48 Y9 okst ¥, Harm.Smith, Trojan.PSW.QQPass,
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[HIOIAI URL || >0 D
=

[Fd L[ &m [ "E || ZH | 38871
| EEREERIEEEEE
2THY: 14 w23t AL 291 [E2EE)
|

g2F== URL: 0 FIE A2 00:00:48

knrean(“‘mm

modersted g faq 1983174381 =0

(1] olvld =715 &3l 1€ olvd ARE

A% oW F2 437 Uy (E-mail Masking)
et o] AE olvd FHIE ot FHHE WLHIAREE FH3s] s U
1 =T e R I e e a o

b REs ge(elvigls) BAG 4

HTML Code lﬁoﬂﬁ oMY FA=E oﬂ*&ﬂ—t— ‘@ TE ‘mail to’ 5 s

AAeA Hew sgWd A
8% 5 AAW oMY 2171
MY a4 A ¢ am-z— A= Ak AW FAE HAE

5 oA ApA)Eh Jﬂﬂi

|
Sl 8 & ek
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M7 A

i

<a href=mailto:real-address@ahnlab.com>real-address@ahnlab.com</a>

<a href=mailto:-HEAD_real-address@ahnlab.com>HEAD_real-address@ahnlab.com</a>

» oA

3

€ @ & ER )

S| At PFESATP
=

ol & :.5-:;7'
e-mail| HEAD_eal-address@ahnlab.com

Al
OlHIE Fha
X o=
=.

DlHIE &

HE A HIALED
MHiFy MEE) 2200 Sl
»

=
HLHA

o= ME‘“' |HEAD_]eaI—address@ahnlah coml

E2 REE |

LEH |

[222] ovgls AL (HEAD S 233 {1 o] (vd H% A HEAD_ AA Z8)

AD| HHELITH.

[Z2H3] ovgle FALHEAD S X3k 41 #lojA1¢] HTML 3=
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» Character Unicode
wEHE ol Fael byl £

ot

il

Ho
i
=1

[

fr

rE
riet
o
£
-
i)
(i,
=)
e
o
AcH
>
[
i
-
B
)

A7ke] sl BAE ol Wgett fUNT wWae e Az Aol bsav, A
= o IS
T

) A
ARESHE ‘mail to” i ‘@'E I FURER WEEud, ofMd FHVENTYH S
o

<a href=mailto:real-address@ahnlab.com>real-address@ahnlab.com</a>

il
<a href="&#109;&#97;&#105;&#108;&#116;&#111;:&#114;&#101;&#97; &#108;-
&#I7;&#100;&#100;&#114;&#101;&#115;&#115;@ahnlab.com;">&#114;&#101;&#97;
&#108;-&#97;&#100;&#100; &#114;&#101;&#115;&#115;&#64;ahnlab.com</a>

oM.

S .
-

2 Character Unicode - Microsoft Internet Explorer

mE BIE BN SHSINA XD > E2

> RNE G| "o

@ o o
2=
re

I
T
rg

4

18

ail  real-addrezs@ahnlab.com

[Z24] aflo] Aol =5 oA F49t siFst= A4l HTML 3=

» JavaScript

=E2HE oYY FA29 AH 7)YS ¥t JavaScriptE o] &3] oluld FAE A A
S, FHE vdy gArEE AESE olvd F47F ok JavaScript &~27F FH AT
Ago] kA whH g FE T2 A2} E£3F folslths W o] 2l

WA A

<a href=mailto:real-address@ahnlab.com>real-address@ahnlab.com</a>
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LRI
<script language=javascript>

<-=

var maskl = "mail";

var mask2 = "to:";

var mask3 = "real-address";

var mask4 = "@ahnlab.com";

var maskb = mask3 + mask4;

document.write("<a href=" + maskl + mask2 + mask3 + mask4 + ">" + maskb +
"</a>")

/]==>

</script>

<} JavaScript - Microsoft Internet Explorer
mHiFy MmEE) EI SHEDA BT P H2E

>

) NG o@

2| At A A
ol 5 BLE
e—mail : real—addres=@ahnlab.com

[295] galolx]e =& oY F4et st Al HTML ZE= (JavaScript)

» Captcha(Completely Automated Public Test to tell Humans and Computers Apart)

algorithm
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Captcha @g]&'e 7 7]-A= g)dloA] ol 519 o, oS SIAlo|Eo] 2 83he]
S e Qe 498 Ao REHAD F 05 weld

ZH ol Fhol oMEMY AFS 9% vk SE) B Sl AAE 9 29
el FHduh vy dAR dolrbr] fsiAE Ao F(OCR*E Walstr] 98 wol= A
2]) o] #4ste om A £A5 dHafor st Ax 4 Al BAHE o|MES] FA7}F A}
@ (Humans)ol 2} &8-S 3la A5 E(Computers)e] et A5 3o,

B
al
S
B
N
rfy
(it
=
oo
ok
N ok
oy
)
o
fol
i)
1
o
=
e,
)4
N,
N
il
-d
B
)
>,
Y
-
%0,
rlr
ok
i

MHFe(Fy MEE) 22 EHFNA I » S92

Oz @ HRG ~ =o@

"ChercHA

roject

(0w @(‘*ﬂg 3‘%"'/ R

In the space below, type the string of letters appearing i the picture.

| L5 % 42 Fie |

o] gAek g oA

[C1716] o|ME FAE 2s7] 9]

rot

! Captcha #31 A}O]E : http://www.captcha.net

2 OCR (optical character recognition) : Q1 EF AL} T Eoz & FINE
25k AR

o
ol
=
An)
fu
ro
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3 Besult Page - Microsoft Internet Explorer

TP EIE =0 ZARIW =D » 9

O:=-O HNRA®G ~ o

"ChercHA,

roject
Result of the Test: PASS

You entered the followmg word
e Y25W

The word displayed was
A6 T 23W

The unage was

(971 Be 98 F oliE FAZE Ao HHe] He
AE FRE 98 0Y ngo] Ae BA @eths oFe otgele] PAMYoR Hx
Eoagide dga] AaAE A AFE ol £3 deust F e Age
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FRE AR 7hed AHH AJAste] de 8ol o277 ¢ Be AEEe] BAETE &
|5 Stk o7IA = FRE ARSVFestH B Q7IE FEA e 3N AZEA
Ethereal(o]d} ojfjg]d)olgt TRIE o] &3tz vt olfgde ta3 22 WS
Eate] gA 7+ & Ak
- http://www.ethereal.com X H|#JA}o]Ed A KoreaZs ¥ 3t}
o] &5 g3k Aldel 0.10.5 7F HAl B el
- Sk 2] n|gAlo] E(http://ethereal.secuwiz.com)E& A% W&t}
- 9Eg-o AXsl= 49 PCAP grelB#fg]e] AX|7} Qs
http://ethereal.secuwiz.com/distribution/win32/
olti2] ¥ GUI(Graphical User Interface)”|qte] WESD T2 EE BM =T Thgdt &
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{&@ test.cap - Ethereal ;lglil

File Edit View Go Capture Analvze Statistics  Help

B BB x»®E8 Qe 0DFTLE QQA EFPOHHEX O

I.li Filker: || j ‘H‘ Expression. .. | c2&‘,@3&“ # &pply|
Mo, |Time |Source |Destination |Protocol - | Info E‘
5 2.002688  192.168.1.1 192.168.1.5 ICMP  Echo (ping) request |
6 2.002982  192.168.1.5 192.168.1.1 IcMp Echo (ping) reply
7 3.004175 152.168.1.1 192.168.1.5 ICMP Echo (ping) reguest
8 3.004471  192.168.1.5 192.168.1.1 IcMP  Echo (ping) reply
9 18.168818 192.168.1.1 192.168.1.5 TCP 1040 » 5000 [S¥N] Seqgs
10 18.189115 15%2.168.1.5 192.168.1.1 TCP 5000 = 1040 [SvM, ACK]
11 18.169166 1592.165.1.1 192 .168.1.5 TCP 1040 = 5000 [ACK] Seqg=
12 22.731482  192.168.1.1 192.168.1.5 TCP 1040 = 5000 [PsH, ACK]
13 22.890111 192.168.1.5 192.168.1.1 TCP 5000 » 1040 [ACK] Seq:ﬂ
|‘| 11111 | ﬂ
— Frame 1 (74 hytes on wire, 74 bytes captured) o
Arrival Time: Aug 6, 2004 11:06:11.356320000
Time delta from prewvious packet: 0.000000000 seconds

Time since reference or first frame: 0.000000000 seconds
Frame Mumher: 1
Packet Length: 74 bytes
Capture Length: 74 bytes

< Ethernet II, Src: 00:01:02:55:158:10, Dst: 00:01:02:fc:df:20
Destination: 00:01:02:fc:df:20 (Jecom_fo:df:20)

Source: 00:01:02:55:18:10 {Jcom_55:18:10) =l
|‘| 11111 ﬂ
0000 00 01 02 fc df Z0 00 01 02 55 18 10 08 00 45 00 ..... BT = -~
0010 00 3¢ 3c ch 00 00 B0 01 7a 9f c0 aB 01 01 cO ag T Zainnnnn

0020 01 05 08 00 40 5c 02 00 Oh 00 61 62 63 &4 &5 &A L.oWE@h L. L ahodef
0030 67 65 69 6a 6b 6c 6d Ge 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi =]

[File: test.cap 7906 bykes C 2| P: 60 D: 60 M: O

[Z21] olt 2l e Wl sha(7]E loloks)

oHF L Az AR BAe 78
Swe] THe A BAY2E S, AZGA FA, A3 vl = FUOE oA
=

%,
T 7beett. BAS fgk Arinte] A o] R AT, AAl HES A oA Y
guy= 7S A & Res s el w79l Capture->Start (Ctrl+K)E 93 [

G219} ol A2 WAT A7) A NRAD AR Fojer).
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{@ Ethereal: Capture Options

An AhnLab

=10l x|

rCapture

Interface: II:u- icetMPE {C430FD3E-BCaC-42E0-BCB3-A353

Buffer size: I E meqabykels]
[« Capture packets in promiscuous mode

[T Limit each packet ko IES E bytes

Lirk-aver header bype:  Ethernet [

hd

Mgapture Filker: I
rCapture Filels) rDisplay Options

File: | EI % Up

[ Use multiple files

date list of packets in real time

. [« automatic scralling in live capture
[ mext file every |1 E megabytbels) [ -
[ mesxt File every |1 E rrinukels] [ = [ Hide capture info dialog

[+ Ring buffer with |2 E Files

"Marme Resalution

[ Stop capture after |1 E Filels

[« Enable MAC name resolution

rstop Capture ...
.. after Il |E| paciei(s) [T Enable netwark name resolution
[ ... after |1 El megabytels) [ =
[7 ... after |1 EI minute(s) I " [¥ Enable transport name resolution
e w
Help @ (o] 4 X cancel

[392] AR AR AHS 9

ot

&4

€ Interface

A7 AAHE & HESA AHHAo|~E HE
€ Capture Filter

EE WE&E AAs= A

e.g) port 17333 1 ZEM I 7} 1733320 A S A
€ Capture File

A

B2 HEE e A% WAL AP Folw AA wE P

& Display Options
- Update list of packets in real time
AR AAHE HES =
- Automatic scrolling in live capture
ArZro R WA= WEo] AHsor 2aF
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€ Stop Capture
7l TN, "oy Apol=, AZhE XA ste]l 7] A E Aol ghel wep FA

7 WAE A A7) A SAES AWM Fa A AsHA =W (193] 2 A BE
B 4 Atk 3ol oAle A= TCP(Transmission Control Protocol)?] A}&R U=
UDP(User Datagram Protocol)$} ARP(Address Resolution Protocol)©] 3{Zle] 2} 30% ©]
oz AAo M A s o]l ZA veptar ekt

=
=

{@ Ethereal: Capture - Interface Wi =10 x|
r_aptured Packets
Total 1461 %% of toka

SCTR 0 0.0%

TCp 94 | B.4%

LDP 525 o 36.1%
ICMP 0 0.0%

ARP 482 o 33.0%

OSPF 0 0.0%

GRE 0 0.0%

NetBIOS 308 o 21.1%

1Py 0 0.0%

YINES 0 0.0%

Other 47 | 3.2%

Running
(23] 2 A AB
M dolge] o] Be Aol RS BF BAsed oS AA P kA
UES el ZA7F SRS A wEA 4 48 3t #A4E S F of &},
& Eof, g od 7" AFEVE AA WP HEYAE vhHA7] dokd Folrt =
e /\]i‘;“% grolul= Zlo] F45 o Blojrh. 2w o A9-of EIHA Wl
AR R o gokd ARE HUF o] &ske Zolth odedel el HiwEe sz
‘Statistics’7} vt& olgjgt A &S FstA He=d, F45k=d o Be =S T He

71% 9 &}oltl. Summary, Protocol Hierarchy, Conversations ¢ 7]%5% o] 8317

—

7190 Be MEND S0 2914 (Switch) 31 2 o] 8313 Qo] T V=g dieel
£S5 MAE 7] Yl s 2Y A ANA AFss 78 H EEMirroring Port)E o] &3}

=y
R

-8
0},

rE 3l
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Hel 7124 AR setatedl glo] f83% Vst [294], [295]E AAE e
o = W 23709 A dEe] o]FH L,

=
AA A o2 B 184,706H}0]|E 7)ol AA| TR2ESF F TCP7} 6.38%, UDP 35.39%=

N
Ly
%0,
o
B

{& Ethereal: Summary =10 x|
File
Mame: DO IME R 1} ADMIMI~ 14 LOC AL S~1 ' Templatherkan] 152
Length: 209050 bytes
Faormat: libprap (tcpdump, Ethereal, etc.)

Packek size limit; 65535 bytes

Time
First packet: 2004-05-06 10:04:24
Last packet: 2004-05-06 10:05: 28
Elapsed: 00:01:04
Capture
Interface: 1Device|MPF_{C430FD3E-BCAC-42E0-BCB3-0353CEEAI T 14+
Dropped packets: 0
Capkure filker; Mone
Display
Display Filker: Mone

Marked packets: 0

Traffic Captured Displayed
Between first and last packet 64,679 sec
Packets 1520
Avg, packets/sec 23.501
Avg. packet size 121.517 bvtes
Bvtes 1584706
Avg. bvtes/sec 2855.734
A, MBikfsec 0.023
K Close
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{@ Ethereal: Protocol Hierarchy Statistics =100 =l

% Packets |Packets |Bytes =
= Ethernet 99,61% 1514 184166 0.023 0 i] 0.000
=7 Logical-Link Control 24.67% 375 43291 0.005 1] a 0.000
=7 MetBIOS 21.75% 331 39403 0.005 138 G415 0.001
= SMEB (Server Message Block Protocol) 12.70%: 193 30935 0.004 0 i} 0.000
=7 SMB MailSlok Protocol 12, 70% 193 30935 0,004 u] ] 0.000
Microsaft Windows Browser Prokocol 12.17% 185 29264 0,004 1585 29264 0,004
Microsoft Windows Logon Protocol 0.53% 8 1721 0,000 8 1721 0.000
Spanning Tree Protocol 2.11%: 32 1920 0,000 32 1920 0.000
Cisco Discovery Protocol 0, 20% ) 1150 0,000 ) 1150 0.000
Data 0.59%, 9 518 0.000 9 518 0.000
= Intermet Protocol 41.78% 635 110743 0.014 0 i] 0.000
= User Datagram Protocol 35.39% 538 88949 0.011 1] a 0.000
MetBI0S Mame Service 16,97% 258 24095 0,003 258 24096 0.003

= MetBIOS Datagram Service 17.89% 272 63135 0,003 1] 1] 0,000
=7 SMB {Server Message Block Protocol) 17.89% 272 /3135 0.008 0 i} 0.000
= SMEB MailSlot Protocol 17.89% 272 63135 0,003 0 i] 0.000
Microsoft Windows Browser Protocol 17.50% 266 61294 0,005 266 61294 0,008
Microsoft Windows Logon Protocol 0.39% 6 1841 0.000 [ 1841 0.000
Simple Metwark Management Prokocal 0.26% 4 436 0,000 4 436 0.000
Damain Mame Service 0,26% 4 1232 0,000 4 1232 0,000

=7 Transmission Conkrol Prokocol 6,368% 97 21794 0.003 47 2722 0.000 _|

LY. Tl WY, P [t [ ataTsd - e [N alalal - e [a W alals] %
Pox

ZHHA], EAx]9] MAC 49 Flags, Checksum, Sequence, Port AH 5 TCP sz x4

of we} kol HA BT ot RS AFHer BA37] s OSI 22, TCP,

[P 3i7] vl 2 A Wil thefA] olsfstal lojok gtk - alo A= o]2]dk W&
o Rk

& e glenz 233 AAAN ZeEs I o de] Al 5t
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= 5000 [SYN] Seq=0 Ack=0 Win=16384 Len=0 M55=1460 18.163318 = IE' él

[v]

Arrival Tim Aug B, 2004 11:06:29.525138000
Time delta from prewvious packet: 18.168318000 seconds
Time since reference or first frame: 18.168818000 seconds
Frame Mumber: 9
Packet Length: 62 hytes
Capture Length: 62 hytes
~ Ethernet II, Src: 00:01:02:55:18:10, Dst: 00:01:02:fc:df:20
Destination: 00:01:02:fc:df:20 (3com_fc:df:20)
Source: 00:01:02:55:18:10 (3com_55:18:10)
Type: IP (0x0800%
= Internet Proteocol, Src addr: 192.168.1.1 (1%2.168.1.1), Dst Addr: 192.168.1.5 {1%92.16B8.1.5)
version: 4
Header length: 20 bytes
= Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECM: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
cee. 2.0 ECN-Capable Transport (ECT): O
ECN-CE: 0
Total Length: 48
Identification: Ox3ccf {15567)
= Flags: 0x04 (Don't Fragment)
0.. Reserved bit: Not set
.1.. = Don't fragment: Set
..0. = More fragments: Mot set
Fragment offset: 0
Time to Tiwve: 128
pProtocol: TCP (0x0&)
Header checksum: 0x0000 (incorrect, should he Ox3aaz)
Source: 192.168.1.1 (192.168.1.1)
Destination: 192.16%.1.5 (192.165.1.5)
= Transmission Control Protocol, Src Port: 1040 (1040), Dst Port: 5000 (5000), Seq: 0, Ack: 0, Len: 0 ]
Source port: 1040 (1040)
Destination port: 5000 {5000)
Sequence number: 0 (relative sequence number)
Header length: 28 bytes
= Flags: 0x0002 (5vN)
O... .... = Congestion Window Reduced (CWR): Mot set
5 ECH-Echo: Mot set
Urgent: Hot set
Acknow]edament : Mot set : ]

df

0010

00 00 0
o030 i hf 00 0 0 05 h4 01 01 O

4 0o G &l

A Aol B sty &t AR e 7ol ZF Zlwselth dH7eS AAl A
Aol AbgskeE HAE dE o taEdo] ZHE Udn. fgaEde] ZHE AAE WeS
Agew NHE A8ae] Aok Uee] RS Husiel B 4 7] Wl wAA B
o wgol Wrh [1¥71 ‘epdstport == 5000°0]2ke RE|E A8 34w Alolch o
%2 TCP ZREZ H4% TEUS7F 500001 Avks shde] nojdehs Aot 3%
o mbE Y Fx ARt REna s AZE da= glok 59 Expressions ¢
29 nhga 2 B3k B wE F AEF Hol AL, #A59 Filtere & °l5S WE
of A&How AET + GRS wepErh wi AR oA Sges eels] Beo
Houhgs oemg 2w WHT 2 4455 B 5ol 0% B A5l 3
IDalter:itcn‘dstnort==suuu v | e Expression... | Ypscear Vm:nlvl |

[Z2=7] Quick Display Filter

o]9]o] TCP ZREZS
[Z1”8]3 #o] TCP ¢

HES Boleth

HAE shte] stdez yehlFo] SA4e] WES Fhamel 17

i
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{@ Follow TCP stream ;Iglil
rSkream Conkent
GET / HTTR/1.1 =

Wccept: dimage/qif, dimage/x-xbitmap, image/ipeg, imagefpipeq, application/wnd.ms-excel,
hccept-Language: en,ko;gzO.S

wccept-Encoding: gzip, deflate

ser-agent: Mozi]?aﬁ4.0 Ccompatible; MSIE 6.0; wWindows NT 5.0; JMET CLR 1.1.4322)
Host: wew.ethereal . com

Connection: Keep-alive

HTTP/1.1 200 OK

Date: Fri, 06 Aug 2004 03:43:30 GMT

Server: Apache

Last-Modified: Thu, 15 Jul 2004 07:54:44 GMT
ETag: "Z2f5d4a-le94-40kboSo00"

lwccept-Ranges: bytes

Content-Length: 7B28

Keep-alive: timesut=15, max=100

Connecticn: Keep-alive

Content-Type: text/html; charset=I150-8859-1

<7wxm] version="1.0" encoding="UTF-B8"7x
< | DOCTYPE htm1
PUBLIC "-//W3C//DTD xHTML 1.0 Strict//EN"
"DTD/xhtml1l-strict.dtd">
<htﬂ1 §m1ns:”http:ffwww.wS.orgleBfohtm1” x«ml:Tang="en" lang="en">
<head>
«titlexEthereal: A Network Protocol analyzer</titlex
<style type="text/css" media="all"»
@import url("mm/fcss fethereal-3-0.c55");

<fstyles B

serrant tuma="tavt S TmaSee Rt -

K1 I 2
@Save As Eﬁrint

Entire conversation (13568 bytes) ) EBCDIC ) Hex Dump ) C Arrays

Filter out this stream X Close

[1¥8] Follow TCP Stream

AFE 7% ool &4 Al
KR

o] B 7HA 7ol wejA Lot gt ol
] AAlM B2 At 83

ol ZollA v WE2 A EHS AAs] A7 SHldANTE v 2 AREX

]_
£z 97 Ed92 gAsT Buksle] BAZ AT 5 o WA JolnES a4
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