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(1) Win32/Bagle.worm -> TCP/2745
TCP/2745

(2)RPC DCOM2 vulnerability : (MS03-039) -> TCP/135

*

http://www.microsoft.com/korea/technet/security/bulletin/MS03-039.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS03-039.mspx ( )

(3)RPC DCOM vulnerability : (MS03-026) -> TCP/135 , 445 , 1025

*

http://www.microsoft.com/korea/technet/security/bulletin/MS03-026.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx ( )

4. Win32/MyDoom.worm -> TCP/3127
TCP/3127

5. DameWare Mini Remote Control Server Overflow vulnerability -> TCP/6129 ->
DameWare
3.72.00 4.x

6. RPC Locator vulnerability : (MS03-001) TCP/445

Copyright © AhnLab Inc,. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab

*

http://www.microsoft.com/korea/technet/security/bulletin/MS03-001.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS03-001.mspx ( )

7. NetBios -> , —> TCP/139, 445

*

8. MS-SQL : Elevation of Privilege in SQL Server Web Tasks vulnerability -> TCP/1433
-> (MS02-061)

*

http://www.microsoft.com/korea/technet/security/bulletin/MS02-061.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS02-061.mspx ( )

9. WebDav vulnerability : (MS03-007) —-> TCP/80

*

http://www.microsoft.com/korea/technet/security/bulletin/MS03-007.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS03-007.mspx ( )

10. Workstation service buffer overrun vulnerability : TCP/139 (MS03-049)

*

http://www.microsoft.com/korea/technet/security/bulletin/MS03-049.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS03-049.mspx ( )

11. UPNP vulnerability : TCP/5000 -> (MS01-059)
2000 9x  XP

*

http://www.microsoft.com/korea/technet/security/bulletin/MS01-059.asp ( )
http://www.microsoft.com/technet/security/bulletin/MS01-059.mspx ( )
12. MS03-043 -> Messenger Service Buffer Overrun Vulnerability
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*

http://www.microsoft.com/korea/technet/security/bulletin/MS03-043.asp (

http://www.microsoft.com/technet/security/bulletin/MS03-043.mspx (

13. LSASS BufferOver flow Exploit -> (MS04-011) -> TCP/135, 445, 1025

*

http://www.microsoft.com/korea/technet/security/bulletin/MS04-011.asp (

http://www.microsoft.com/technet/security/bulletin/MS04-011.mspx (
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