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Win32/Dumaru.worm.9234 2,981 44.9%
\Win32/Netsky.worm.22016 506 7.6%
\Win32/Blaster.worm.6176 505 7.6%
Win32/Mydoom.worm.22528 159 2.4%
\Win32/AgoBot.worm.197120.C 137 2.1%
\Win32/Agobot.worm.104960 128 1.9%
\Win32/Netsky.worm.25352 97 1.5%
\Win32/Yaha.worm.45568.B 84 1.3%
Win32/Parite 78 1.2%
Win32/Welchia.worm.12800 68 1.0%
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Mass Mailer 150
Window/Dos Virus Macro Virus Script Virus
W32/Mydoom 637 Xm/Laroux 13 VBS/Redlof 52
W32/Klez 171 WM/Cap 2 Wscript/Fortnight 14
W32 Mimail 163 X97M/Ethan 1 VBS/Loveletter 2
W32/Netsky 150 W97M/Story 1 VBS/Haptime 1
W32/Bugbear 103 VBS/Netlog 1
W32/Bagle 95
L 2]
. 2004 2
95.4%
2
2004 2 2004 1 2003
1,654 95.4% 1,247 94.2% 1009 95.9%
19 1.1% 6 0.5% 15 1.4%
17 1.0% 1 0.1% 10 1.0%
34 2.0% 58 4.4% 0 0%
9 0.5% 11 0.8% 18 1.7%
[ 2]
L 1] 2004
135 445
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Mass Mailer
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(-) Worm.Novarg Worm_Mydoom
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New Worm.Netsky Worm_Netsky

(-1) Worm.Lentin Worm_lentin

New Worm.BBeagle Worm_Bbeagle
[ 1]J2004 2 TOP 5

[ 1] TOP5 2 (Rising)

(China National Computer Virus Emergency

Response Center, CNCVERC)

Mass Mailer
TOP 5

Worm.Novarg(AhnLab

)

Worm.Novarg

1

: Win32/MyDoom.worm

Worm.mimail 2

TOP 5

Worm.mimail(AhnLab

1 2

Worm.Lentin(AhnLab

: Win32/Mimail.worm

Win32/Yaha.worm ) 4
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m J|E
[ 2]2004 2
[ 2] . TOP
5 1 Worm.Novarg 67% 2 Worm.mimail  19%, 3
Worm.Netsky 8.2%, 4 Worm.Lentin 2.20%, Worm.BBeagle 1.6%
1.5%
1.5% 4
Trojan.Legend.Syspoet(AhnLab > Win-Trojan/Lemir ) 0.7%
. Trojan.Legend.Syspoet 2
TOP 5 4
Worm.Klez.L(AhnLab : Win32/Klez.worm )
0.65% .2
Trojan.Binghe2004(AhnLab > Win-Trojan/GDoor.272991) 0.1%
Trojan.Binghe2004 Trojan.Binghe(AhnLab : Win-Trojan/GDoor
) TCP/7626
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Worm.Welchia(AhnLab : Win32/Welchia.worm.10240)
Worm.Welchia (AhnLab : Win32/Welchia.worm.12800 ) 0.15%

2 Mass Mailer

Worm.Netsky  Worm.BBeagle
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(http://info.ahnlab.com/securityinfo/info_view.jsp?seq=5431&category=02)
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[CtrI]+[Shift]+[Esc] ‘Windows ’
7 [ (E)1

E YWindows ZHg 22| A} =10 %]

mFy s480) 2710 TE2(H)

g2 Z208 ZEM2 g5 |

MEE] [ PD] CPU] CPUAZH HEE ... [ =]
MLMWOTES. EXE 1144 oo 0313 1527 ER
&hnsh, exe 1312 oo o:0min 2492 KB
ELSCOPH exe 1320 oo 0:00:00 £33 kB
MzsTray, exe 1336 0o o:0m18  3.000 KB
MonSysMT, exe 1344 oo o:0moz 3 T12ZEB
EnDeTray, exe 1352 oo o4 B208 KRB
RUMDLL3Z ExE 1360 oo o:0moo 2140 KB
MSnmsgr, exe 1368 1] 0:0m51 G600 KB
ctron, exe 1380 0o ooy 2280 kKRB
FiGPtray, exe 1388 oo 0:00:01 1.3592 KB
n'WwEB.EXE 1396 oo :00:m 1.064 KB
svchost exe 1440 0o ooz 2856 KRB
CONIMEe, exe 1468 oo oo 2632 KB
FFMT, exe 1692 03 1636  3.948 KB
[ExPLORE.EXE 165G oo 0:01:17 16672 KB
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‘Process Explorer’

‘Process Explorer’  http://www.sysinternals.com
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rer - Sysinterna yzinternals,.c =1ol x|
File Options  Yew Process Find Handle  Help
CIEN LSRN
Process [P0 cPU| Descrigtion [ Comp... | -
em |dle Proc
Sllinterrupts 0 Hardware Int...
OJDPCs 0 2 Deferred Pro...
| System g
[Flzmss.exe 140 Windows NT ... Micro...
[Mcsrss.exe 164 Client Server... Micro...
£ winlogon.exe 160 Windows NT ... Micra...
[Fservices.exe 212 5 Services an... Micro..
[Fzvchostexe 404 Generic Host... Micro..,
Fzpoolav.exe 428 Spooler Sub.,., Micro..,
5 Ahnsdsv.exe 456 AhnSD Service Ahnla...
[FEnDeSvo.exe 472 EnDeSve AhnLa...
[evchostexe 484 Generic Host... Micro..,
FltdonSue T F Rl1R 3 MonSuehT Ahnla ;I
Ty.. # | Marme |
[CPU Usage: 12% |Commit Charge: 45,30% |Processes: 47 | v

[ 4]Process Explorer

(1) Z2AHA B2 & AF

‘Windows

, Win32/Sober.worm.c?

(2) ot
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o
o
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ok
A
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b
=

1 Win32/Sober.worm.C : http://info.ahnlab.com/smart2u/virus_detail_1262.html
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— Win32/Netsky.worm.17424
Win32/Netsky.worm.174242 winlogon.exe
winlogon.exe

( C:¥Windows C:¥WiInNT) winlogon.exe

Error Deleting File or Folder : 5[

Q Cannok delete winlogon: Access is denied, The source file may be in use,

winlogon.exe
winlogon.exe 2 . (
C:¥Windows¥#System, C:¥WIinNT¥System32, C:¥Windows¥#System32)

winlogon.exe . svchost.exe

BT Wirnbwes Task Maager ] P =]

e Cptons few Hep

Pumlscatiors: Processes | Perfomance |

g M | pm] cru  CPUTime | Mem Lsage |
System Teds Process 1] ¥ [1Sab R 16K
System & 00 0010 22K
LTS S 136 00 0:00;00 4L
OO g 15 Do T
CETEE.ENE [1E1] (L] L)y 1, AWK
SRR R ST 1] [1Sa ] 3, 00 K
[l I 1] [Sv ] SN K
ol 0:00:00 1,692 1
1

swchiast sue e (L] L) oy 20K
SOk BE 404 00 o0 23K
L g ] 416 1] [1Sa ] &, L0 K
v bl 436 [E4] iS4 aHi 1] 3,980 1
W, B 476 00 0:00;00 BLZE
ML Task gxe 492 M Ol 1,756 K
Exphoner. s (S5 1) (L] (B iH ey R
Bl Process
Processes: 16 JOPLI Lisage: 134, Mem Lisage: $8252K | 63H2HE o
[ 71

2 Win32/Netsky.worm.17424 : http://info.ahnlab.com/smart2u/virus_detail_1330.html
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‘Process Explorer’
‘C:WWINNT¥winlogon.exe’

-E#'Prucess Explorer - Sysinternals: www.sysinternalis_:__ i A | Ellil
File Options Yew Process Find Handle Help
= BRERRER AR R W cY
Frocess | FID | CFLU | Diezcription | Compan... | -
[ svchost exe 372 Generic Host Pro...  Microsoft...
Espnulsv.exe 404 Spooler SubSwste... Microsoft...
[ svchost exe 436 Generic Host Pro...  Microzoft...
E [egQave. exe 476 Femote Registy ... Microsoft...
IS T ask.exe 432 Task Scheduler E... Microzoft...
[lsass.exe 220 LS4 Executable a... Microzoft...
Q. Explorer.exe ERE Windows Explorer  Microsoft...
[P INNT Swinlagon, exe AE —
%’ mzpaint. exe 416 Microzoft Paint bicrozoft... -
Type # | M ame | -
Desktop hOefault
Dhirectary S hownD s b
Dhirectary Wdindows
Directony 4B aseM amedObjects
Ewent 4B aszeM amedObjects uzereny: User Profile zetup event
File WDewicehTop
Filz WDewvicehTop
File WDevicehlp
File WDevicehlp
File WDevicehlp
File Cih -
|CF'LI Usage: 1% |C|:-mmit Charge: §.36% |Processes: 16 i

[ 8]Process Explorer

‘Kill Process’
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#¥ Process Explorer - Sysinternals: www.sysinternals.c I (=] 3

File ©Options “iew Process Find Handle Help

B2 EER | E R

Frocess | FID | CFL | Dezcription | Compan... | -
[ svchost exe 372 Generic Host Pro...  Microzaoft...
E spoolzy. exe 404 Spooler SubSyste.. Microsaft...
[ svchost exe 436 Gereric Host Pro...  Microgzaft...
E [E0EYC. EXE 478 Remate Regiztny ... Microsaft...
[IMST ask exe 452 Task Scheduler E... Microzaft...
[ lzazs exe 220 LS4 Executable a.. Microszaoft...
@I Ewplorer. exe BRE Windows Explorer  Microzaft. .

il winlogon.exe -
W mspaint exe Bring ka Frant kicrozoft Paint Microsaft,.. -
Set Prioriky g
Type / [ Mame kill Process e I =
Desktop \Defaull kil Process Tree
Directony Yo Suspend b
Dhirectary Wdindon
Dhirectary "Bazeh Debug
Ewvent "Bazeh rofile zetup event
File \Device_ Properties...
File WDevicehTop
File WDevicehlp
File WDewvicehlp
File WDewvicehlp
File C:h -
|CF‘U Usage: 1%  |(Commit Charge: 8.40% |Processes: 16 ﬁ,-g
[ 9]
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-E.',"Prucess Explorer - Sysinternals: www.sysinternals.c A | Ellil
File Options Yew Process Find Handle Help
| & EER E RS
Frocess | FID | CFLU | Diezcription | Compan... | -
[ svchost exe 372 Generic Host Pro...  Microsoft...
Espnulsv.exe 404 Spooler SubSwste... Microsoft...
[ svchost exe 436 Generic Host Pro...  Microzoft...
E [egQave. exe 476 Femote Registy ... Microsoft...
IS T ask.exe 432 Task Scheduler E... Microzoft...
[lsass.exe 220 LS4 Executable a... Microzoft...
@I Explorer.exe ERE Windows Explorer  Microsoft...
%’ mepaint. exe 416 Microzoft Paint bicrozoft... |
L procesp.exe B44 Syzinternals Proc...  Sysintem... -
Type ¢ | Marme I
|CF'LI Usage: 0% Commik Charge: 7.82%  |Processes: 15 i
[ 11]

winlogon.exe
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VII. HIadZd 243 2-MBSA &2 0|88 A =F dA|

MR - =48 A2l (dubhe@ahnlab.com)

( Microsoft) 2004
( ) . 1998
[ 1]
1998 20
1999 61
2000 100
2001 60
2002 72
2003 51
2004 7
371
[ 1]
50
98, 2000, XP OS Office, IE

, IIS, Exchange, SQL Server

Windows Updates
300
oS,

Microsoft MBSA(Microsoft Base
Security Analyzer)

MBSA
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MBSA  Shavlik Technologies LLC (http://www.shavlik.com/) HFNetChk
. HFNetChk HFNetCHK Pro
Microsoft HFNetChk GUI MBSA

MBSA  HFNetChk

GUI

v1.2 Ul CLI(Command Line
Interface) MBSA mbsacli.exe HFNetChk

) ) XML

Microsoft
XML (mssecure.xml) , , , 4
(Integrity)
, 4 MBSA

File Integrity Check
MBSA URL

MBSA ( )
http://www.microsoft.com/mbsa
MSBA 1.2 Q&A( )

http://www.microsoft.com/technet/security/tools/mbsaga.mspx

MBSA
MBSA  http://www.microsoft.com/mbsa

MSI
[ 1
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oft Baseline Security Analyzer

ﬂ - Microsoft:

© ‘Baseline Security Analyzer

Microzoft Baseline Security
Analyzer

[ welcome

[ Pick a computer ta scan

[ Pick multiple computers to scan
[ Pick & security report ba view

[ Wiews a security repart

See Also

[ Microzaft Bazeline Security
Analyzer Help

[ Abaut Microsaft B aseline Security
Analyzer

[ Microsaft Securnity \wWeh site

oration,

Welcome to the Microsoft Baseline
Security Analyzer

The Microsoft Bazeline Security &nalyzer checks computers
unning Microzoft Windows® Server 2003, Windows *P,
“Windows 2000, or Windows NT® 4.0 for common security
mizconfigurations. vou must have administrator priviieges for each
computer pou want o scan.

Szahs can be performed locally and remately against computers
wnning YWindows Server 2003, wWindows <P, Wwindows 2000, and
“windows NT 4.0, Mote that on computers unning \windows <P
anhd using simple file tharing, only local scans can be performed.

E_:] Srcan a computer
E_:] Szan more than one computer

E_]] “Wiew exizhing zecurity reports

lik Technologies, LLC, all rights reserved,

[

1JMBSA
Administrator
Administrators
Domain Domain Admins

Pick a computer to scan

Epescify the computer pou wand ho soan. 'vou can enter sither the compuber name o ity 1P pddiess.

Compuber name:

1P address:

Sty papor name

Oiptacrri
[ Miciosol B aoslre Secusdy
Funiyes Hel

[ Abot Microaol Baseline §ecuity
Anshzid

[ Microsoi Secusiy'wlek e

[WOREGROUFRFTIT =]

| e =1 EET]

' Otk Bor ifrmbemst: sndrmm akabdons
¥ Check for weak passwonds
' Otk Beor 115 sudoms shablonce
P Check for SL vainerabiies
' itk bor ety updates
I Use SUE Server,
| =

Lissim indes ahdud S&annang Dptons

kD% = doman, KL% = computar. XTX = dals and tne,
XIPY = P pddess
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“Start Scan”

& Microsoft Baseline Security Analyzer

View security report

Soet Order: IScmel'mtﬁﬂﬂ -

Camiitir naimiz: ] -
PG b ot i v —
[ Pick. ruitls commess bo soan Security report name: I 00 42
[ Fick & necimity nspor, 10 wissy Sran dafer 0000 Ak 242

Sranmed with MIESA versiom 123360

L iesw 4 zecuad
ECT Sarurity upidate defoboss vorsion; 200402 100

. : Dfice wpilale dsabass version; 1006206

See Alko SReiring i A amenl: St Fiak [0 o more ciseal chicks laed

[ Mizoaol Basskns Secuiy
Arsheey Haln

Eecurity Lpdate Scan Besults
[ A Micsomoll Basslne Sacurisp
ey

[ Miroanl S soaipweh s

) x Dificee Semnty B seculy updaes e Mizting.

Upsdgtecs ‘wihat was seanned Flesull detafls How bo comect ths

Windes 2 ety upddates condd nol b confiml
Secuiy ‘whad was scaneed  Rosult detals  How b comect fhes =

5 security updates are missing.

Pesult Details

Sacurity updatas confirmed az mizsing ars marked with 3 red X

Eucal 2002 Security Patch: KEE30350

Offigg XP Sgourity Pabdh; KBEZZ0Z6

Office xXP Web Services Update; KES1 2708
i P 5

word 2002 Security Patch: KES30346

PC PC Windows
Updates Office 5
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Windows Updates
Office Office Updates

(http://office.microsoft.com/officeupdate/default.aspx)

Office

: Report

£ Microeoft Baseline Seourty Analyzer

7B a5eline Secu rity Analyzer

Pick a security report to view

Analpoar

Secunly repoits ans locatsd in: G ¥ Documents and Sellings3 Y dubhet® SeouilyScans

Softmder |Scan date [descending) ] Cick. bemre o ses repaorts from the most
el s0a onky

3] Pick a conmpuber b sean
[ Pick milipls computes o scan
[ Fick. & secuily reporl o view

[ iewe a security repot

Sew Also

O Miciosolt Bassine Secuiy
Arsakizei Help

[ Aboul Microcof Basebne Secuity
Arayzer

O Mic:ozoll SsounipWsh mie

[ 5]
MBSA Shavlik HFNetChk Windows 2000
Resource Kit Windows XP Support Tool srvinfo.exe
QNumber
MBSA v1.2

- Microsoft® Windows NT® 4.0, Windows 2000, Windows XP, Windows Server 2003
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- Internet Explorer 5.01

- Windows Media Player 6.4

- Microsoft Office

- Internet Information Server (I1S) 4.0, 1IS 5.0, 1IS 6.0

- SQL Server™ 7.0, SQL Server 2000 (including Microsoft Data Engine 1.0 and 2000)
- Exchange Server 5.5, Exchange Server 2000, Exchange Server 2003 (including
Exchange Admin Tools)

- Microsoft Data Access Components (MDAC) 2.5, MDAC 2.6, MDAC 2.7, MDAC 2.8
- Microsoft Virtual Machine (VM)

- MSXML 2.5, MSXML 2.6, MSXML 3.0, MSXML 4.0

- Content Management Server 2001, Content Management Server 2002

- Commerce Server 2000, Commerce Server 2002

- BizTalk® Server 2000, BizTalk Server 2002, BizTalk Server 2004

- SNA Server 4.0, Host Integration Server 2000, Host Integration Server 2004

- ICF(Internet Connection Firewall)
- Automatic Updates

- |IE zone

- MBSA
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