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Win32/Dumaru.worm.9234 9,796 73.2%
Win32/Blaster.worm.6176 547 4.1%
Win32/Yaha.worm.45568.B 445 3.3%
Win-Trojan/Hotra.49152 280 2.1%
Win32/Parite 275 2.1%
Win32/Parite.B 246 1.8%
Win32/Sobig.worm.F 139 1.0%
Win32/Welchia.worm.10240 103 0.8%
Win32/Yaha.worm.27648 81 0.6%
Win32/FunLove.4099 80 0.6%
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Top 10 Current Virus Threats

The Top Ten graph showws the most active viruses for the last 24 hours.
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. Workstation 2000, XP
TCP 139, 445

Buffer Overflow

Workstation

Windows Workstation ,
Windows
Workstation
Windows
Workstaion (Disable)

Workstaion [ 1] Workstation
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Workstation Properties (Local Computer}) d |

Generall Log EInI Recovery [ependencies

Some zervices depend on other zervices,system drivers and load order
araups. IF a system component is stopped or iz not runking properly,
dependent zervices can be affected.

Wiork ztation

Thiz zemwice depends on the follawing 2yatem companents

------ 1) Mo Dependencies>

T he following system components depend on this service

: % Backaround Intelligent Transfer Service
% Computer Browser

% Meszzenger

% et Logon

% Remate Procedure Call [RPC] Lacatar

k. I Cancel Ay

[ 1]
Workstation WKSSVC.DLL TCP 135, 139
. WKSSVC.DLL
%SYSTEM%¥debug
vsprintf()
Buffer Overflow
NTFS ACL
[ 2] FAT32
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£E 0|S: C_DRIVE
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2000 SP1
Workstation DoS
(O]
Workstation Stop
MS03-049

2000 SP4

http://www.microsoft.com/korea/technet/security/bulletin/MS03-049.asp

URL

A AhnLab

CERT Advisory CA-2003-28: Buffer Overflow in Windows Workstation Service
http://www.cert.org/advisories/CA-2003-28.html

Vulnerability Note VU#567620: Microsoft Windows Workstation service vulnerable to

buffer overflow when sent specially crafted network message

http://www.kb.cert.org/vuls/id/567620

(828749)

http://www.microsoft.com/korea/technet/security/bulletin/MS03-049.asp

Buffer Overrun in the Workstation Service Could Allow Code Execution (828749)

http://www.microsoft.com/technet/security/Bulletin/MS03-049.asp
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http://info.ahnlab.com/securityinfo/user_seccontent.jsp?seq=5212

- Linux kernel do_brk()

9 Linux kernel 2.4 Kernel
2.4.23 Fix
Advisory
Debian
Linux Kernel
Kernel Crash
Local
Login
Linux Kernel brk()
. do_brk() ELF, a.out
do_brk()
. Kernel
crash root
rebooting
Kernel Upgrade 2.4.23

Linux Kernel
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http://www.kernel.org/pub/linux/kernel/v2.4/linux-2.4.23.tar.bz2

RedHat Linux
http://rhn.redhat.com/errata/RHSA-2003-392.html

URL
CVE
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2003-0961

ASEC Advisory

http://info.ahnlab.com/securityinfo/user_seccontent.jsp?seq=52128
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Trojan/Hotra.49152(http://info.ahnlab.com/smart2u/virus_detail_1240.html)
Vol.04(2003
)

V3

. V3
/1]

1-0
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]
4) ( C:¥Windows C:}¥WinNT) ‘Downloaded Program Files’
[ R ‘ ’
[3 (R)1
X
Shockwave Flash Object 28 2E 7| =
'S .
E Shockwave Flash Object
=5 Bctiver HEE
ot= iR 2003-09-04 2= 217
OFASt = =2 My %0 20 2003-11-04
HH 3 4,096 HOIE  (4KE)
D 10ECDBRE-AERD-11CF-9668-44455354 0000}
&HEH: & R=
DEH O A http://download, macromedia, com,/pub/shockwave/ca
et el =

Copyright © AhnLab Inc,. All Rights Reserved.

18
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.



A AhnLab

Shockwave Flash Object S8 EHE 2| x|

|01 = Shockwave Flash Objectl(ZH 2/ EFH= 1 T
Java WZIAE EAELICE

~ O H
"E i

e [ 221(HIDIE) |
RN TR OWHNLOADED . WaWrLASH NP> 1096

MERNE IS |

2
EIEItﬂIDIIIE Shoclwave Flash Object®] HA HES B AT
HHA: 7.0.14.0
2l bacromedia Flash Player 7.0 r14
| Ak Macromedia, Inc,
MO 201 =)
PaEte Copyright & 1996-2003 Macromedia, Inc,
=0 | 2
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HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥Currentversion¥#ru
n
2000 [CtrI]+[Alt]+[Del]

6)
0 1-[Windows Update] [
1-L J-[Windows Update]-[ 1-L 1

(AhnReport)

(v3sos@ahnlab.com)

(http://info.ahnlab.com/customer/ahnreport.html)

(http://b2b.ahnlab.com/customer/ahnreport.html)

1)

DL 1-L ] ‘regedit’
(2)HKEY_CURRENT_USER®Software¥Microsoft¥internet explorer®Main¥¢Start

page = *

2)

HKEY_CURRENT_USER¥#Software¥#Microsoft#internet Explorer¥Main]
"Start Page"=
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[HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Iinternet Explorer¥Main]
"Start Page"=

[HKEY_CURRENT_USER¥Software¥Microsoft#Internet Explorer#Main]

"Search Page"=

[HKEY_CURRENT_USER¥Software¥Microsoft¥#Internet Explorer#Main]

"Search Bar"=

[HKEY_CURRENT_USER¥Software¥Microsoft¥Internet Explorer]
"SearchURL"=

[HKEY_CURRENT_USER¥Software¥¢Microsoft#Internet Explorer¥Search]

"CustomizeSearch"=

[HKEY_CURRENT_USER¥Software¥Microsoft#Internet Explorer¥Search]

"SearchAssistant"=

[HKEY_LOCAL_MACHINE®Software¥Microsoft#¥Iinternet Explorer¥Main]

"Search Page"=

[HKEY_LOCAL_MACHINE¥®Software¥Microsoft¥Iinternet Explorer#Main]

"Search Bar"=

[HKEY_LOCAL_MACHINE®Software¥Microsoft¥linternet Explorer]
"SearchURL"=

[HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Iinternet Explorer¥¢Search]

"CustomizeSearch"=

[HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Iinternet Explorer¥¢Search]

"SearchAssistant"=

[HKEY_LOCAL_MACHINE/SOFTWARE/Microsoft/Internet Explorer/Main]
"Default_Page URL"=
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[HKEY_CURRENT_USER/Software/Microsoft/Internet Explore/Main]
"Start Page"=

3) Browser Helper Objects
A. Browser Helper Objects
‘Browser Helper Objects’( BHO)
. BHO
. BHO (regedit.exe)
‘HKEY_LOCAL_MACHINE¥®WSOFTWARE®Microsoft¥#¥Windows¥CurrentVersion
WExplorer#Browser Helper Objects’ CLSID 0 6]

{06849E9F-C8D7-4D59-B87D-784B7D6BEOB3} {76EAEO03C-F2B1-
4397-97E8-390920B7C2DC}

g HIAI2ED BET|

HAAER(R) TEE) 2 SHFIE ES2(H)

~=lolx|

=43 BIEE == [_GIIE

&1 {06849E9F-CED 7-4D59-B870-T84BTDEEEOR3} [E) (71230 REG_37 (ZF HE OFEl
L. {7BEAED3C-F2B1-4397-97E8-39092067C20 C)
®-_1 ContralPanel

-] CE5Filters

w1 Desktop ey
-1 Filefzzociation

w1 FindExtensions

w1 MyComputer

@77 Metwnrkbleinhharbnnd | = ILI

o <| !

|LH B EEWHKEY _LOCAL_MACHINEWSOFTWAREW Microsoft®WindowsW CurrentVersion®WExplorerBrowser Helper Objects

| Bl

[ 6] Browser Helper Objects
B. CLSID
HKEY_CLASSES ROOT¥CLSID¥{CLSID }  “InprocServer32”

V3Bar.dll
V3
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& BRI AER BET) _lol x|
HAAERR) HEE) 2NN SHENE SSZH)

=1 {TREAED3C-F2R1-4397-97EB-3909208 7C20 i | HiolE
C¥Program FilesWahnLab¥ahnlab Client Securityy 3w 3Bar dll
Aparment

B { TEF363F2-TEOF-4EDT-A6AT-EEI03E1BEEE
-0 {77597368-7b 15-11d0-alc 2-080036af H03}
E
I+

g1 {77983549-FFD A-4488-B 48F -BA24ERD 1RO
A7 4 TIATIRRR A-PRF d-da1 p-Iqm-?mqu qu_|'
3

4 Kl |
L & =E{#HKEY_CLASSES_ROOTWCLSIDW{ TREAEDIC-F2E1-4337-97E8-390920E 7C 2D CH¥inprocServer32

| Bl

[ 7] CLSID
C. CLSID
CLSID CLSID

‘HKEY_LOCAL_MACHINE¥®WSOFTWARE®Microsoft¥#¥Windows¥CurrentVersion
¥WExplorer¥¥Browser Helper Objects’ CLSID
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1) HijackThis

HijackThis

- http://www.spywareinfo.com/~merijn/files/hijackthis.zip

- http://www.spywareinfo.com/~merijn/index.html

& HijackThis - 7.5 -0l x|

‘Welcome to HijackThis, the first general browvser hijacker detecter and remover as
far as I know, This program will be updated to detect general hijacker technigues
as long as mainskream spyware removers don't detect the specific hijacker,

—Scan & fise skuff———————————— Other skuff
Scan I Fix checked | Infa... Config... |
Info on selected item, .. | Add checked bo ignorelist |

L 8] HijackThis

[Scan]
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1)

2)

- BHO(Browser Helper Objects )

. http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnwebgen/html/bho.asp
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